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Dr. Taranto leads research and innovation of accelerated learning solutions by directing 
multidisciplinary teams of technologists, subject matter experts, and data scientists to 
train the technologies that replicate human decisions. She built the ProSearch
Linguistics, Analytics, and Data Science group and oversees the design and 
implementation of search and automated document review solutions. She is recognized 
for her expertise in the range of Technology Assisted Review (TAR) technologies, 
including the application of TAR to emerging issues in protecting private information. She 
is a published author in the fields of linguistics and information retrieval and frequently 
presents on topics related to leveraging technology to meet the challenges of discovery.

She received her B.A. from Kresge College at the University of California, Santa Cruz, with 
honors, and her M.A. and Ph.D. from the University of California, San Diego.

https://www.linkedin.com/in/ginataranto/
https://www.linkedin.com/in/ginataranto/
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A US-licensed attorney and expatriate based in Europe for more than 10 years, Ryan has 
cultivated an expertise in data protection and data privacy compliance across a career in 
eDiscovery and litigation support. With a particular interest in the area where cross-
border discovery and data protection intersect, Ryan has worked with a myriad of clients 
to manage EU-based eDiscovery exercises while navigating data protection compliance 
challenges on both sides of “The Pond.” With the implementation of the General Data 
Protection Regulation (GDPR) amidst other changes in the regulatory context, Ryan has 
assisted organizations in remediating cross-border discovery risks at every turn, with an 
eye toward solutions that utilize best practice technical and organizational measures, 
data management solutions and innovative technologies. Ryan assists across a range of 
client engagements, with a focus on assessing protective controls for personal data 
across the lifecycle of the EDRM. He is also a frequent writer and speaker on the GDPR, 
as well as data protection compliance topics and challenges in the US and across the 
globe. Ryan received his BA in English and Communications from Elon University, and his 
JD from Western New England University.

https://www.linkedin.com/in/ryantcostello/
https://www.linkedin.com/in/ryantcostello/


Relevant case law and background
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Rules for data protection and the free movement of personal data
• Consistent across the EU
• Extra-territorial scope
• Significant enforcement potential for DPAs
• Accountability for data controllers AND processors
• Emphasis on rights of data subjects 
• Technical and organizational measures for compliance 
• Minimal prescriptive guidelines 

Personal data: any information related to an identified, or identifiable, 
natural person
• Opinions, discussion, reviews of a data subject may constitute 

personal data.
• Special categories of personal data require explicit consent for 

processing 

Processing: any operation or set of operations which is performed on 
data or data sets
• Retention, preservation, or archiving of data would amount to 

processing
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• Lawfulness, fairness, transparency

• Purpose limitation

• Personal data collected for specific, explicit and legitimate 
purposes

• Data minimization

• Data is adequate, relevant, and limited to what is necessary for 
the purposes

• Accuracy

• Storage limitation

• Integrity and confidentiality 

• Appropriate technical and organizational measures for security

• Safeguard data subjects’ rights and freedoms
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• EU Commission/DPA’s – increased sensitivity of risks to the rights and 
freedoms of data subjects

• Germany – Presidency of Council of the European Union from June 1st 2020

• Greater scrutiny for cross-border discovery?

• Privacy Shield still an open question for transfers 
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1. Importance of the discovery to the litigation

2. The specificity of the request

3. Whether the information sought originated in the US

4. The availability of alternative means to obtain the information

5. Whether the foreign jurisdiction’s interest in maintaining confidentiality or 
data privacy outweighs US interests in discovery 
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• Not a single court has ever excused compliance with a discovery request 
based on EU data protection objections

• Minimal enforcement risk

• Few major fines since GDPR went into effect 

• Data breach (Art. 32) most active area of enforcement

• No DPA cases that deal squarely with discovery in litigation 
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• In re Mercedes-Benz court: “…whether an EU authority aggressively 
polices this type of data production in the context of pre-trial discovery 
in US litigation remains to be seen.”

• Behrens v. Arconic, Inc. (E.D. Pa. Mar. 13, 2020): Discovery under Hague 
Convention where French Blocking Stature applies

• Requirements for producing GDPR-protected data subject to change
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• Finjan, Inc. v. Zscaler, Inc. (N.D. Cal. 2019): Production of UK custodian emails 
does not violate GDPR, due to protective order, limited search terms, and direct 
relevancy of data

• Vancouver Alumni Asset Holdings, Inc. v. Daimler AG (C.D. Cal. 2019): Defendant 
to produce unredacted documents, subject to Protective Order

• In re Mercedes-Benz Emissions Litigation (D.N.J. Jan. 30, 2020): Protective Order 
sufficiently balances the EU’s interest in protecting its citizen’s private data and 
the US legal system’s broad discovery provisions
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• Mercedes-Benz and Finjan likely to be working precedent: Protective 
Orders applicable where limited, relevant, “benign” personal information 
at issue 

• Vesuvius USA Corp. v. Phillips (Ohio, June 2020): Supreme Court denied 
petition for certiorari

• Incorporating accountability-focused solutions into eDiscovery protocols 
is critical 



Battling privacy risk in discovery through innovation and AI 
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Privacy regulations are simultaneously

• Broad and complex

• Vague and under-defined

Privacy regulations are intended to satisfy a range of purposes

• Protecting individuals’ rights to privacy

• Safeguarding minors

• Protecting consumers and therefore markets
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• Leverage well-established, best practices for discovery where possible

• One option: treat privacy with the same gravitas given to privilege

• Features to consider when evaluating tools and workflows
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General, non-technical definitions illustrate some common themes:

• Privacy: a personal choice about whether to disclose information

• Privilege: a legal rule prohibiting the disclosure of private information

In terms of legal discovery, protecting privacy and privilege require:

1. Identifying information in a discoverable data set that requires protection

2. Protecting that information
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Recruit tools familiar from protecting privilege in order to protect private 
information, and focus on putting in place the workflows, tools, and 
technology that:

1. Identify private information

2. Recognize and extract private information

3. Annotate/label different types of private information



CONFIDENTIAL

Document Review for privilege (as well as for responsiveness) 
has armed discovery professionals with many tools to assist with 
identifying private information, and for sampling and measuring 
techniques to assess the performance of any solution.

• Search Terms

• Regular Expressions

• AI/Deep Learning Techniques

Being prepared in the context of identifying private information 
means understanding how the tools you learn work, and ensuring 
that any workflow builds in the resources required to handle 
false-positives or provide custom training to off-the-shelf 
classifiers
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• More flexible than search terms, can capture broad 
ranges of patterns: SSN, CC#, NIN, VIN, etc

• Still potentially very broad

• Performance can be impacted by limitations of search 
engines

Broad
• “social”, “social security number”
• “date of birth”, “birthdate”, “birthday”
• “credit card”, “credit card number”, “cc”

Narrow
• Specific Names
• Known SSNs, Credit Card Numbers

Traditional Techniques include using search terms or regular expressions. 
These techniques are known for having high recall – meaning that they 
are likely to a good job of finding private information – and low precision 
– meaning that a lot of information that actually isn’t private information 
might be returned by the search. For example, many sixteen digit 
numbers are in fact credit card numbers, but there are many sixteen digit 
numbers that are not credit card numbers.

Relying solely on search terms and regular expression will likely require 
lots of document review to distinguish “actual” private information from 
“possible” private information.
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An “eye” for distinct visual cues of documents
• Size, shape
• Location in a frame
• Structures in an image (points, edges, curves)
• Variations in color/tone

Can find private information that text-based models miss
• Poorly extracted text
• Images that constitute private information (scans of 

credit cards, IDs, checks)

NLP models parse identify and leverage linguistic features:
• Parts of speech (noun, verb, adjective)
• Named Entities (real world objects)

• Persons (Bela, Eloise, Lucia, Mila)
• Geopolitical Entities (UK, France, Japan)
• Organizations (IRS, Google, Delta Airlines)
• Dates (February 17th, 2/17/2022, Thursday)
• Numbers (22, 6893578078212, four)

More recently developed techniques leverage an approach that is gaining 
wider acceptance in discovery called deep learning. Deep learning 
algorithms can be used to build models that evaluate complex co-
occurrences of multiple features to make a prediction about a piece of 
information. In the context of identifying private information, deep 
learning models can be trained to analyze images, text, and even images 
that contain text. In the context of legal discovery, these techniques can 
analyze, for example, how likely a sixteen digit number is to be a credit 
card number, or whether an image is a passport, or a form with 
handwritten information. 

When evaluating deep learning tools, be sure to consider whether and 
how much training time will be required. 
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• Parts of speech (noun, verb, adjective, etc.)
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Jurisdictional variation and the evolving interpretation of what 
counts as private information creates a special challenge when 
designing workflows for protecting private information. Tools 
that can identify the type, or category, of private information at a 
granular level can be called upon in workflows when required.

NLP techniques that can be used to classify bits of information 
or entities in unstructured text into predefined categories are 
sometimes called

• Entity identification

• Entity extraction

• Named Entity Recognition (NER)

Tools that include these techniques can help to differentiate 
between e.g., dates of birth, dates of death, dates of injuries or 
medical procedures, and dates on an email, and allow each of 
these to be treated differently in terms of if or how they should 
be protected.
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Tools that can identify and recognize private information at a 
granular level can often annotate that bit of data with it’s 
corresponding label, or field that data into a document review 
layout. Depending on the discovery need, this can be an 
invaluable asset. The ability to field information as metadata in a 
review platform helps reviewers and downstream tools assist in 
any review, treatment, or QC workflow required as part of a 
response that protects private information.
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• Shifting case law and regulations bring uncertainties at-home and abroad 

• Accountability: onus on litigants to ensure adequacy of protections 

• Search terms and regular expressions may not be enough

• Solutions including natural language processing and computer vision can 
be game-changers
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Benefits Summary

The ProSearch Privacy Suite uses game-changing deep learning models built on 
advances in natural language processing and computer vision techniques to identify 
protected private information.

Integrated
Results are accessible in Relativity 
and seamlessly integrate into review 
workflows

Specific
Beyond simple document level 
identification, extraction of PXI values 
and targeted highlighting support 
detailed reporting and enhance the 
reviewer experience

Flexibility
Supported by people, process, and 
technology, our models and workflows 
are customizable to a variety of needs 
related to identifying and protecting PXI

Insight
Detailed reporting about the volumes, 
types, and sources of PXI in enterprise 
data supports information governance 
and data retention planning to minimize 
future risk

Cost Savings
Superior precision and detailed reporting 
support maximizing automated next 
steps and effective workflow planning

The right of an individual to data protection and privacy has been 
addressed by governments and regulatory agencies around the 
globe with increasing attention and enforcement. ProSearch offers 
a robust solution for identifying Personally Identifiable Information 
(PII), Protected Health Information (PHI), and information subject to 
Payment Card Industry Data Security Standards (PCI-DSS) as well as 
other private, sensitive, or personal information that is protected by 
evolving legislation. 

How Does it Work?

• Natural language processing techniques move beyond search 
terms and regular expressions by leveraging statistical models and 
linguistic features

• Computer vision techniques pick up where NLP stops – identifying 
scans and facsimiles of documents that contain protected 
information

• The breadth of expertise at ProSearch brings together data scientists, 
linguists, and discovery professionals to implement workflows 
that are optimized for specific PXI identification and response 
requirements

• Results are integrated into custom Relativity review panels and 
dashboards to provide easy access to actionable metrics and 
streamline review workflows

• Ongoing monitoring, maintenance, and training of the deep learning 
models on your data enable customization and continuous 
incremental improvement
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A comprehensive approach to identifying PXI.
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ProSearch 
Privacy Suite
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ProSearch Privacy Suite uses game-changing deep learning models built on 
advances in natural language processing and computer vision techniques to 

identify protected private information.

ProSearch Privacy Suite identifies a broad range of 
PXI, including:
• Personally Identifiable Information (PII)
• Protected Health Information (PHI)
• Payment Card / Financial Information (PCI-DSS)
• Vehicle Identification Numbers (VINs)

Screenshot of ProSearch Privacy Suite's PXI Identification tool

ProSearch Privacy Suite’s text and image classifiers identify 
over thirty types of personal and private information to support 

compliance with evolving regulation and requirements.

Comprehensive
PXI Identification



How to Address Evolving Privacy  
Regulations During Discovery
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One Recipe for Success: Treat Private Data With the Same Priority Given to Privilege

But for all the coverage that privacy regulations are meant to provide, there is precious 
little guidance about how to protect private information, and there is very little legal  
precedent to guide our practices.

By Gina Taranto

In the face of growing data 
privacy regulations, appe-
tites are growing for solu-

tions that guard protected pri-
vate information with the same 
gravitas given to protecting priv-
ilege. The challenge? Current pri-
vacy regulations are, on the one 
hand, broad and complex, and 
on the other, vague and under-
defined. This makes implement-
ing systems for preventing the 
inadvertent disclosure of pro-
tected private information an 
important task.

Jurisdictions around the globe 
have introduced legislation to 
serve many similar, but some-
times very different purposes. 
These range from preserving an 
individual’s most basic right to 
privacy and the protection of 
their personally identifiable 
information (PII), such as with 
GDPR and CPRA, as well as their 
private health information (PHI), 

as with HIPAA. Some legislation 
is enacted to safeguard minors, 
while other legislation protects 
people in their role as consum-
ers. Overlapping with this is the 
Payment Card Industry Data 
Security Standard (PCI-DSS).

But for all the coverage these 
regulations are meant to pro-
vide, there is precious little guid-
ance about how to protect pri-
vate information, and there is 
very little legal precedent to 
guide our practices. It was only 
in 2020 that the earliest court 
decisions began to address these 
issues and establish precedent.

Further complicating the mat-
ter is the sheer number of stake-
holders around the general pro-
tection of private information in 
any given organization. A busi-
ness process to manage the pro-
tection of private information 
could involve any combination 
of IT, IG, compliance, security, 
legal and discovery departments. 
Practically speaking, solving the 

problem of data protection 
requires a cross-functional com-
munication plan that is as robust 
as the actual data protection 
plan.

But setting the complex com-
munication and planning piece 
aside, what is an investigator, 
attorney, or other discovery pro-
fessional to do when private 
information requires protection 
today, during a current litigation 
or investigation happening now, 
in the absence of clear guidance?

The situation of being pre-
pared to handle the unique 
requirements of a specific matter 
has marked similarities to the 
challenge culinary professionals 
face: delivering a range of meals 
in a variety of styles and flavors 
to satisfy diverse appetites and 
specific dietary requirements. 
The basic technique that kitch-
ens use to manage uncertainty is 
exactly what we need right now: 
an emphasis on preparation, or 
“prep.” The uncertainty we face 
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today in responding to our obli-
gations to protect private infor-
mation is the discovery equiva-
lent of taking charge of our 
mise-en-place.

Mise-en-place is the French 
culinary term for having every-
thing in its proper place so that 
you are ready to go when it’s 
time to start cooking. And in the 
context of discovery for litigation 
or investigation, that would be 
organizing both your data and 
your discovery toolkit — as your 
ingredients and utensils — so 
that when there comes a need to 
transfer data your response can 
be swift, complete and accurate. 
It also ensures the ability to meet 
the demands of even the pickiest 
legal procedure or regulating 
body, localized as necessary to a 
specific jurisdiction in the matter 
at hand.

Practically speaking, a strong 
first pass at a mise-en-place for 
discovery will include leveraging 
the technology and workflow 
familiar from document review 
for responsiveness and for privi-
lege. When evaluating solutions 
for managing private informa-
tion, focus on putting in place 
the workflows, tools and tech-
nology that will allow for:

1. Identifying private informa-
tion.

2. Recognizing and extracting 
private information.

3. Annotating/labeling differ-
ent types (or flavors) of pri-
vate information.

4. Recruiting the tools familiar 
from protecting privilege to 
protect private information.

 Identifying Private 
Information

Document review for respon-
siveness as well as for privilege 
has armed discovery profession-
als with many tools to assist 
with identifying private infor-
mation. And, perhaps more 
importantly, through document 
review we have deep knowl-
edge about the sampling and 
measurement techniques that 
can measure the performance of 
assistive technology. While 
search terms and regular expres-
sions can be used to ensure 
broad recall, deep learning mod-
els and visual document classifi-
cation are valuable tools when 
it comes to minimizing false 
positives.

Preparing could mean invest-
ing in customizing portable data 
assets — testing off-the-shelf 
tools designed to identify private 
information and assessing their 
performance against samples of 
your organization’s data. You 
might begin enhancing models 
in advance of an active matter, or 
you might just use this informa-
tion to build time to test models 
in the context of a live matter 
and develop a project plan 
accordingly.

Preparedness in the context of 
identifying private information 
means understanding how the 
tools you use work, so any work-
flow can build in the resources 
required to handle false posi-
tives or provide additional train-
ing to off-the-shelf classifiers to 
expand coverage on a per-matter 
basis.

 Recognizing Private 
Information

One of the challenges in defin-
ing workflows to protect private 
information is the jurisdictional 
variation and the evolving inter-
pretation of regulations. Beyond 
simply identifying that a docu-
ment is likely to contain pro-
tected private information, real 
preparedness requires a solution 
that recognizes the type, or fla-
vor, of private information. This 
granular level of detail is crucial 
to handling instances of private 
information appropriately in the 
context of a specific matter.

Entity identification, entity 
extraction and named entity rec-
ognition (NER) are some of the 
names given to a natural lan-
guage processing technique that 
classifies bits of information or 
entities in unstructured text into 
predefined categories. Being 
prepared with a privacy solution 
that can recognize the types of 
private information your organi-
zation gathers can be invaluable.

For example, the ability to dis-
tinguish between dates of birth, 
dates of death, dates of injuries 
or medical procedures and dates 
on, say, an email or a financial 
record allows each be treated 
differently in terms of how they 
should be protected.

 Annotating/Labeling 
Different Types (or Flavors) 
Of Private Information

Once private information has 
been identified and recognized 
(extracted), discovery practitio-
ners should be prepared with a 
solution that annotates documents 



with the types of potentially pro-
tected information existing with-
in them. Technology can do a lot 
of the work to automate this pro-
cess, but in most cases will 
require human support to either 
train or QC the technology. For 
example, while assistive technol-
ogies can be very effective at 
identifying dates, distinguishing 
types of dates — dates of birth, 
dates of hire, dates of death, and 
document dates — can some-
times be tricky. The ability to 
accurately field such information 
as metadata in a review platform 
can help practitioners zero in on 
specific pieces of data or data 
combinations that require special 
treatment to protect private 
information.

 Recruiting the Tools Familiar 
from Protecting Privilege to 
Protect Private Information

Once the private information is 
identified, the final step is imple-
menting a solution to protect it. 
While there isn’t much precedent 
for solutions to protect private 
information, we have plenty of 
precedent and best practices for 
what counts as legitimate protec-
tion of privileged information. 
Given the absence of more spe-
cific guidance, this appears as a 
good, principled place to start.

Privilege review provides us 
with mechanisms for redacting 
as well as withholding privileged 
information, and an understand-
ing of when to use each. The 
familiar tools and workflows that 
help us redact, anonymize or 
withhold-and-log privileged 
information can assist us in 

quickly implementing workflows 
to protect private information 
using the same techniques.

In the United States, the num-
ber of state laws enacted to 
address private data sets up a 
scene of catering to various juris-
dictions not unlike a dinner party 
for guests with diverse dietary 
requirements, where the host or 
chef must be prepared to pro-
vide various options for the same 
basic meal. From a few basic 
ingredients, say beans, salsa, let-
tuce, and avocado, different 
plates can be tailored to varying 
needs. For one guest/jurisdic-
tion, wrap it all in a flour tortilla 
to make a burrito, while a sec-
ond guest/jurisdiction is gluten-
free, so you’ll need put it in corn 
tortillas (tacos). A third guest/
jurisdiction is paleo. Or is it 
keto? It’s gluten and grain-free, 
so best to throw it on top of a 
bowl of quinoa. And a fourth 
guest/jurisdiction follows a low 
carb diet, so put it on a fresh bed 
of romaine to make a salad.

Oh, and people either love or 
hate cilantro, so be prepared for 
that.

The point is, having all the 
ingredients prepared and in 
place at the outset ensures the 
ability to respond to whatever 
request or dietary need that 
comes up. Likewise, ensuring 
proper attention to privacy regu-
lations when responding to an 
investigation or litigation matter 
requires taking the time to orga-
nize your data and discovery 
toolkit first. Do your prep work 
and use the knowledge and tools 
you already have for protecting 

privilege information to treat pri-
vate data with similar care.

*****

Dr. Gina Taranto, ProSearch 
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leads research and innovation of 
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teams of technologists, subject 
matter experts and data scien-
tists to train the technologies that 
replicate human decisions. She 
has been developing teams and 
solutions in ediscovery for more 
than 15 years, with experience 
in the design and implementa-
tion of search and automated 
document review solutions for 
clients in the financial services, 
technology and pharmaceutical 
industries. Taranto received her 
B.A. from Kresge College at the 
University of California, Santa 
Cruz, with honors, and her M.A. 
and Ph.D. from the University of 
California, San Diego.
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By Ryan Costello

The intersection of foreign 
laws governing data col-
lection and cross-border 

discovery operations continues 

to be a potentially volatile con-

junction. Global enterprises have 

been cautioned to tread care-

fully when responding to U.S.-

driven discovery requests, as 

expansive discovery exercises, 

so common in the U.S. under 

federal and state laws of civil 

procedure, can be completely 

foreign and often legally prob-

lematic in jurisdictions abroad.

Accordingly, discovery requests 

implicating custodians and data 

outside the U.S. can potentially 

put organizations in a Catch-22: 

either fall short of their discovery 

obligations on the one hand or 

fall afoul of legislation in other 

nations prohibiting or limiting 

data collection and transfer to 

the U.S. on the other. Laws poten-

tially conflicting with discovery 
obligations include blocking stat-
utes, requirements pertaining to 
works council agreements and, 
perhaps most significantly, data 
privacy regulations.

In particular, it has been EU 
data privacy regulations, includ-
ing the General Data Protection 
Regulation and its predecessor 
the Data Protection Directive of 
1995 that have threatened to 
pose the most significant poten-
tial roadblocks to discovery 
requests. Given the care with 
which personal data must be 
treated under the GDPR (secu-
rity requirements, data minimi-
zation obligations, rights 
afforded data subjects), account-
ability for those handling such 
data and the regulatory and civil 
fines possible under the regula-
tion, cross-border discovery 
across the EU seems to warrant 
an especially heightened level of 
scrutiny.

View in the Courts
U.S. courts do not view conflict 

with foreign laws as a de facto 
bar to discovery and generally 
will require discovery to pro-
ceed, notwithstanding data pri-
vacy laws or other foreign 
legislation that may stand in the 
way. Relying on a Supreme Court 
case from 1987, Societe Natio-
nale Industrielle Aerospatiale v. 
U.S. Dist. Court for S. Dist. of 
Iowa, 482 U.S. 522, courts across 
the U.S. applying Aerospatiale’s 
five-part balancing test or 
“comity analysis,” which weighs 
the interests of foreign laws 
against U.S. discovery, almost 
always find that the U.S. legal 
process of pre-trial discovery 
takes precedent. In fact, as of 
this writing, there has not been 
a single case in the U.S. where a 
party was permitted to fully 
withhold production of docu-
ments based on foreign data 
privacy regulations.

A Balancing Act: Mitigating Data Privacy 
Risks in Cross-Border Discovery

March 2021

Cybersecurity
L A W  &  S T R A T E G Y ®

The intersection of foreign laws governing data collection and cross-border discovery 
operations continues to be a potentially volatile conjunction. 



Discovery can be limited or 
curtailed for factors such as 
undue burden or expense or 
even to protect trade secrets and 
intellectual property. However, 
the reason that such exemptions 
generally don’t apply for conflict 
with foreign data protection and 
privacy laws is largely because 
the risk of enforcement has been 
so low.

Enforcement under the GDPR, 
while always possible, has 
indeed been limited. Unless 
courts see a real risk of prosecu-
tion for a company under for-
eign data privacy laws, they are 
typically reluctant to allow lim-
itations to the discovery process 
or withholding of documents 
based on GDPR grounds alone. 
With more significant enforce-
ment action in the future, this 
may change. For the time being, 
however, U.S. courts are likely to 
continue to stipulate that:

1. “[foreign] statutes do not 
deprive an American court of 
the power to order a party sub-
ject to its jurisdiction to produce 
evidence even though that act of 
production may violate that stat-
ute”; and

2. “the party resisting the dis-
covery burden bears the burden 
[of proof] in these cases.” [Roll-
ins Ranches, LLC et al v. Watson, 
S.C. May 22, 2020]

Accordingly, while parties will 
almost assuredly be required to 

proceed with discovery, they 
also must consider the require-
ments of GDPR compliance back 
in the EU, as well as the specter 
of enforcement and/or civil pro-
ceedings for GDPR violations. 
So how have parties managed 
this transcontinental juggling 
act?

Solutions have comprised vary-
ing approaches including:

• Protective orders
• Redactions for anonymizing 

personal data in datasets
• A “privacy log” that accounts 

for certain documents withheld 
from production

Each of these has relative advan-
tages and disadvantages; how-
ever, one crucial element underlies 
all approaches: seeking and iden-
tifying the breadth of personal 
information and personal data 
scattered across the datasets.

Protective Orders
Protective orders are court 

instructions included in produc-
tion sets, such as “attorneys’ eyes 
only,” which are intended to pro-
tect against the proliferation of 
personal information or/sensi-
tive data and reduce risk. U.S. 
courts will typically acknowl-
edge such protections as suffi-
cient for GDPR compliance 
purposes and allow discovery 
productions to proceed on that 
basis. However, whether or not 
such protective orders are 
sufficient from a European 

perspective for GDPR compli-
ance remains to be seen.

In any event, a party will want 
to be clear on what documents 
contain what information in 
order to ensure that a protective 
order stands to reduce GDPR 
risks for any data subjects impli-
cated. If challenged by an EU 
regulatory authority or data sub-
ject, the producing party must 
be able to show that it fully com-
plied with GDPR via the protec-
tive order and can stipulate 
precisely what information, and 
what data belonging to whom, 
may have been produced.

Redactions
Another approach regularly 

taken involves redacting per-
sonal information in datasets 
wherever possible (provided the 
data is not relevant to the dis-
covery request). Courts have, in 
some cases, allowed redactions 
for personal information in 
discovery, and it arguably offers 
even greater protection for EU 
data subjects, given that data is 
essentially anonymized.

However, redactions can be 
costly if applied manually by a 
review team, error-prone, time-
consuming and technically diffi-
cult to achieve at scale. Innovative 
approaches for identifying per-
sonal information in datasets 
prior to, or as a part of, the review 
workflow can cut down on the 
expense and difficulty inherent in 
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attempting redaction of personal 
information. Technical processes 
for identifying information, prior-
itizing review and setting aside a 
workstream that focuses on redac-
tion of personal information and 
QC checks can be an effective 
and protective means for meeting 
discovery obligations and ensur-
ing GDPR compliance.

The Privacy Log
The privacy log can be one of 

the most comprehensive means 
for protecting EU personal infor-
mation. Such a log allows a 
court to examine a summary of 
documents that a party wishes 
to withhold based data privacy 
grounds. The court is then bet-
ter positioned to weigh the 
interests of discovery against 
data privacy concerns on a 
more concrete basis and can 
allow for a measured approach 
that significantly minimizes the 
GDPR compliance risk.

There is a precedent for using 
privacy logs with similar pro-
cesses involving documents 
withheld for privilege, including 
attorney-client privilege, bank 
examiners’ privilege and other 
grounds, such as intellectual 
property concerns. However, as 
noted above, courts are reluctant 
to withhold documents from dis-
covery based on GDPR concerns 
alone. Parties are therefore 
encouraged to be extremely pre-
cise in noting why documents 

should be withheld based on 
data privacy, and a full account-
ing of the personal data con-
tained in documents and the 
potential risks to data subjects 
must be fully understood and 
indicated in the privacy log.

Further Considerations
Regardless of the approach a 

party chooses to minimize con-
flicts of law and impact on data 
subjects, narrowing the scope of 
personal data implicated in dis-
covery will be critical at each 
step of the discovery process. 
The Sedona Conference’s Inter-
national Principles on Discov-
ery, Disclosure and Data 
Protection (2017) offer great 
guidance to this end.

However, while this article has 
focused on the production phase 
of discovery, a sufficient under-
standing of personal data impli-
cated in discovery from collection 
to review and on to production 
— or at each stage of the EDRM 
— is essential. With the explo-
sion of chat collaboration tools 
and medical information related 
to the COVID-19 pandemic now 
proliferating datasets across 
organizations in varied indus-
tries, innovation and creative 
approaches to data privacy con-
siderations and discovery are as 
valuable as ever.

Conclusion
Absent knowing what personal 

data may be present in a given 

dataset, it is difficult for parties 
to know how best to proceed in 
a manner that meets the obliga-
tions of both U.S. discovery and 
EU data protection requirements. 
Solutions and best practices for 
highlighting personal informa-
tion implicated in a discovery 
set, in a manner that’s efficient, 
reliable and cost-effective, have 
never been more important.

Ryan Costello, Esq., CIPP/E/
US, is head of data privacy ser-
vices at ProSearch, a leading 
provider of comprehensive dis-
covery solutions to corporate 
legal departments and law firms. 
A U.S.-licensed attorney and 
expatriate based in Europe for 
more than 10 years, Costello has 
cultivated an expertise in data 
protection and data privacy 
compliance. He assists organiza-
tions in remediating cross-bor-
der discovery risks, utilizing 
data management solutions and 
innovative technologies.
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As more states enact new data 

privacy regulations, legal profes-

sionals are recognizing the need 

for new solutions for protect-

ing private information with the 

same priority given to protecting 

privilege.

Preventing the inadvertent 

disclosure of protected private 

information is more important 

than ever, but the task is diffi-

cult. Current regulations are si-

multaneously broad, complex, 

vague and underdefined. Emerg-

ing legislation serves many simi-

lar but sometimes very differ-

ent purposes. These range from 

preserving an individual’s most 

basic right to privacy by protect-

ing their personally identifiable 

information and private health 

information to safeguarding chil-

dren and consumer protection.

For all the intentions behind 

these regulations, there is mini-

mal guidance about how to 

protect private information, and 

there is very little legal precedent 

to guide our practices. It was 

only in 2020 that we began to 

see the early court decisions that 

serve as legal precedent.

Further complicating the matter 

is the sheer number of stake-

holders around the general pro-

tection of private information. A 

business process to manage the 

protection of private data could 

involve stakeholders from IT, IG, 

compliance, security, legal and 

discovery departments. While 

cross-functional strategic plans to 

address the long-term manage-

ment of private data may take 

time to come into focus, there are 

steps that can be taken now to 

help.

Overcoming the challenge of 

protecting private data in the 

context of discovery and compli-

ance starts by taking a step back 

and getting prepared. Begin by 

organizing your data and your 

discovery toolkit, so that when 

the need to transfer data aris-

es your response can be swift, 

complete and accurate. Advance 

preparation ensures the ability 

to meet the jurisdiction-specific 

requirements for the matter at 

hand.

Preparation should include le-

veraging technology and work-

flows familiar from document 

review for responsiveness and 

for privilege. When evaluating 

solutions for managing private 

information, focus on augment-

ing familiar workflows, tools 

and technology by incorporat-

ing modules that identify, extract 

and label private data.

1. Identifying private infor-
mation: Document review for 

responsiveness and privilege have 

armed discovery professionals 

with search and information 

retrieval tools to assist with 

identifying private information. 

Extending this competency to 

identifying private information 

means understanding how the 

tools you use work and where 

a workflow can accommodate 

similar techniques designed to 

identify private information. It 

also means preparing for the 

resources required to handle 

false positives or provide 
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additional training to off-the-

shelf classifiers to expand 

coverage on a per-matter basis.

Preparing might include cus-

tomizing portable data as-

sets—testing off-the-shelf tools 

designed to identify private in-

formation and assessing their 

performance against samples 

of your organization’s data. You 

might begin enhancing models 

in advance of an active matter, 

or you might build time into an 

active matter’s project plan for 

evaluating and refining models.

2. Recognizing and extracting 
private information: Beyond 

just identifying documents likely 

to contain protected private 

information, real preparedness 

requires a solution that categorizes 

the type of private information. 

This granular level of detail 

is crucial to meeting specific 

requirements for any matter.

Entity identification, entity ex-

traction or named entity recogni-

tion are some of the names given 

to a natural language processing 

technique that classifies bits of 

information or entities in unstruc-

tured text into predefined catego-

ries. Being prepared with a pri-

vacy solution that leverages NER 

technology can be invaluable, as 

distinguishing between dates of 

birth or death and dates on an 

email or a financial record may 

allow each to be treated differ-

ently in how they are protected.

3. Annotating/labeling differ-
ent types of private informa-
tion: Once private information 

has been identified or recognized, 

discovery practitioners should 

look for ways to automate 

the tracking of this important 

document metadata. The ability 

to field information about the 

type of private information as 

metadata in a review platform 

allows reviewers and technologies 

to take appropriate next steps 

during review, treatment or 

QC workflows as part of a data 

protection response.

4. Recruiting the tools 
familiar from protecting 
privilege to protect private 
information: While there isn’t 

much precedent for solutions 

to protect private information, 

we have plenty of precedent 

and best practices for protecting 

privileged information. So this is 

a good place to start. Privilege 

review provides mechanisms for 

redacting, as well as withholding 

privileged information. Familiar 

tools and workflows that help us 

redact, anonymize or withhold-

and-log privileged information 

can help us quickly implement 

workflows to protect private in-

formation using the same tech-

niques.

While the continued introduc-

tion of state-level privacy regula-

tions in the U.S. and around the 

globe may seem a challenge to 

stay ahead of, discovery profes-

sionals are well-poised to handle 

them. By leveraging the knowl-

edge, workflows and tools al-

ready employed for privilege 

review, legal teams can be con-

fident in their ability to respond 

to new privacy regulations.

Dr. Gina Taranto is the Direc-

tor, Applied Sciences/Accelerated 

Learning Solutions at ProSearch. 

Gina leads research and inno-

vation of accelerated learning 

solutions by directing multidis-

ciplinary teams of technologists, 

subject matter experts and data 

scientists to train the technolo-

gies that replicate human deci-

sions. She has been developing 

teams and solutions in eDiscov-

ery for more than 15 years, with 

experience in the design and im-

plementation of search and au-

tomated document review solu-

tions for clients in the financial 

services, technology and phar-

maceutical industries.
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