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Global cybercrime 
losses well over 11Trillion

$
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##33Economy

##22Global Risk

Worth more than the 
combined revenues of 

Cybercrime is the 
world’s third largest 
economy
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You have unparalleled access to privileged information
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Self-evidently fake emails leading to transactional ransoms
This is how you think phishing works
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Complex and persistent campaigns to create a major security event and six-figure ransoms
This is how phishing and cyber campaigns actually work
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Phishing is more dangerous than fake emails
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Exploiting industry culture to mimic trusted actors
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Customized tools and services to identify and exploit target firms

CrowdStrike Intelligence attributed the operation of Ryuk ransomware to WIZARD SPIDER, the well-established criminal 
adversary behind the TrickBot banking trojan. WIZARD SPIDER continues to develop TrickBot, offering customized modules with 
government or business themes to identify victims of interest, steal SMS messages containing two-factor authentication (2FA) 
tokens, and other exploitation tools.

USD ($M) Bitcoin Malware

27.7 3,530 Ryuk

18.5 2,349 REvil

18.5 1,278 Maze

18.2 1,440 DopplePalmer

1.6 216 BitPalmer

CrowdStrike: Ransomware developers sell access to distributors 
(customers) through a partnership program. The program is 
operated under a financial model that splits profit per infection 
between the developers and distributors.
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Best-in-class expertise and as-a-service tools and trade

Ransomware-as-a-Service (RaaS): $140M Business
Because ransomware-as-a-service lowers the entry barriers for prospective cybercrime entrepreneurs, it has the very real 
potential to increase the “supply” of ransomware operators. Naturally, such an increase will create a larger number of threats 
for legitimate organizations.

“Vmware Carbon Black: Custom malware is now being used in 50 percent of 
the attacks reported by respondents demonstrating the scale of the dark web, 
where such malware and malware services can be purchased to empower 
traditional criminals, spies and terrorists, many of whom do not have the 
sophisticated resources to execute these attacks.

“CrowdStrike: PINCHY SPIDER pioneered the RaaS model of operations, in 
which the developer receives a share of the profits that affiliates collect from 
successful ransomware infections. Beginning in February 2019, this adversary 
advertised its intention to partner with individuals skilled in RDP/VNC networks 
and with spammers who have experience in corporate networking.
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M I T R E  A T T & C K  F R A M E W O R K

Customized tools and services to identify and exploit target firms
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Sunwalker: pervasive and persistent attacks 
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1 E S TA B L I S H  S E C U R E  C O M M U N I C AT I O N S

O u t - o f - b a n d  c o m m u n i c a t i o n s  t o  c o o r d i n a t e  
y o u r  r e s p o n s e  f o l l o w i n g  y o u r  I R  p l a n

2 A S S U M E  M U LT I P L E  I N T R U S I O N S
A d v e r s a r i e s  w i l l  “ i s l a n d  h o p ”  w h e n  o n e  
i n t r u s i o n  a v e n u e  i s  d e t e c t e d  a n d  c o n t a i n e d

3 N E V E R  A S S U M E  A  C Y B E R  S I N G U L A R I T Y
B u i l d  a  p r o g r a m  t o  d e t e c t  a n d  r e s p o n d  t o  
p r o t r a c t e d  e v e n t s .  N e v e r  a s s u m e  a  s i n g u l a r i t y

4 A I R G A P  P E R S O N A L  A N D  B U S I N E S S
S e g m e n t  p e r s o n a l  a n d  b u s i n e s s  s y s t e m s ,  
a n d  a s s u m e  a t t a c k e r s  c a n  i s l a n d  h o p

When you turn the lights on an adversary, assume an escalation
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Understand the
CYBER RISKS1

Read your cybersecurity bulletins

Do not use personal email/shares 
for business transactions

Do not share credentials

Avoid clicking links (log in instead)

Follow security/finance controls

Report suspicious activity

Secure your
HOME OFFICE2

Keep your kids off your business 
devices

Keep your devices up to date

Censure your social media posts 

Securely manage sensitive data

Protect virtual meetings

Consider what’s on display during 
virtual meetings

Secure your
HOME NETWORK3

Change the default Admin 
credentials on your ISP router

Change the default name of your
WIFI network (SSID)

Enable WIFI encryption 
(WPA2 or WPA2 AES)

Set a strong password need to
join your WIFI network

Create a guest account to share 
with non-family members

Always keep your ISP router 
software up to date

We all play a role in protecting the firm
Cybersecurity is not an IT problem to solve—it’s a business risk to manage



Start date: mm.dd.yyyy
End date: mm.dd.yyyyPublic references



Start date: mm.dd.yyyy
End date: mm.dd.yyyy

PPrrooffeessssoorr  RRiicchhaarrdd  SSuusssskkiinndd  OOBBEE
Professor Richard Susskind OBE is an author, speaker, and

independent adviser to major professional firms and to national

governments. His main area of expertise is the future of professional

service and, in particular, the way in which the IT and the Internet

are changing the work of lawyers. He has worked on legal

technology for over 30 years. He lectures internationally, has written

many books, and advised on numerous government inquiries.

Richard lectures internationally and has been invited to speak in

over 40 countries and has addressed audiences (in person and

electronically), numbering more than 250,000. He has written and

edited numerous books, including Expert Systems in Law (OUP,

1987), The Future of Law (OUP, 1996), Transforming the Law (OUP,

2000), The Susskind Interviews: Legal Experts in Changing Times

(Sweet & Maxwell, 2005), The End of Lawyers? Rethinking the

Nature of Legal Services (OUP, 2008), Tomorrow’s Lawyers (2013),

and has written around 150 columns for The Times. His work has

been translated into 10 languages.
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I can't think of anyone better qualified to tell 
cybersecurity war stories than Mark. This book is a 
riveting read, filled with details that people don't 
normally get to hear about.

Danny Bradbury,
Dark Reading

Mark’s book gets to the root causes of why there is 
no safe harbor for any of us. Each chapter lists 
practical cyber security steps we should all take –
starting today!

Mike StJohn-Green,
Independent Cybersecurity Consultant

Mark’s advice could not have arrived at a more 
propitious moment. The book reads like a 
collection of short stories, all revolving around a 
central theme: Cybersecurity is a business risk.  
This book should be essential reading for senior 
management and corporate directors.

Kenneth Rashbaum, 
Partner, Barton LLP


