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Keeping the Fox Out of the Henhouse CLE 
Andrey Spektor, Laura Perlov, Eric Chartan 

 
I. Introduction (Chartan) 

 
a. Our practice / background (Each person provides a brief overview of their 

practice areas) 
b. Roadmap for the CLE (Chartan) 
c. Disclaimer: This CLE covers US law and concepts. Understand that outside 

the United States privilege issues get tricky and you should be very careful 
with respect to what you think might be a privileged communication. 

 
II. The Privileges (Perlov) 

a. A/C Communications 
i. The Restatement (Third) of the Law Governing Lawyers §68 says 

that the privilege may be invoked with respect to: 
1. a communication; 
2. made between privileged persons; 
3. in confidence;  
4. for the purpose of obtaining or providing legal  assistance 

for the client. 
 

b. A Work Product 
i. Work product is protected, but differently  
ii. Work product means “documents and tangible things that are 

prepared in anticipation of litigation or for trial by or for another 
party or its representative (including the other party's attorney, 
consultant, surety, indemnitor, insurer, or agent).” Fed.R.Civ.P. 
26(b)(3)(A) 

iii. So oral communications are not work product (except maybe in CA) 
iv. Note that non-attorneys can generate “work product”; this is often 

a source of confusion  
v. But litigation must still be anticipated (except in California – maybe 

others?)   
vi. Better have a document hold in place  
vii. Work product can be discovered if the other side “has substantial 

need for the materials to prepare its case and cannot, without 
undue hardship, obtain their substantial equivalent by other 
means” Fed.R.Civ.P. 26(b)(3)(A)(ii) 

viii. However, “the mental impressions, conclusions, opinions, or legal 
theories of a party's attorney or other representative concerning 
the litigation” cannot be discovered. See Fed.R.Civ.P. 26(b)(3)(B) 

ix. Work product must be kept confidential from the other side 



x. But it probably can be shared with friendlies without waiver. See 
Wright & Miller, Fed. Prac. & Proc. Civ. 2024 (3d. ed. 2018); Fox v. 
Alfini, 2018 CO 94, ¶ 45 (Colo. 2018) (Hood, J., concurring) (“And, 
unlike the attorney-client privilege, voluntary disclosure of 
information to third parties does not ordinarily constitute a waiver 
of exemption from discovery under the work product doctrine, 
unless such disclosure is to an adversary in the litigation.”) 

1. This includes auditors, but take precautions 
 
c. Joint Defense/Common Interest Privilege 

i. Recognized under federal common law. Requires underlying 
attorney-client privilege.  

ii. For the common interest doctrine to apply, most circuit courts 
require that: (1) the communications were made in the course of a 
joint defense effort; (2) the statements were designed to further 
the effort; and (3) the privilege has not been waived. 

iii. Some states do not recognize the doctrine, most courts apply it 
only when the participants are in or anticipate litigation, and courts 
disagree about many of the doctrine's requirements. 

1. Courts also vary in their requirements for the type of 
common interest that ultimately triggers the privilege. The 
Restatement takes a broad approach, stating that the 
relevant common interest “may be either legal, factual, or 
strategic in character.” Range across courts from any 
interests not completely adverse to identical interests. 

2. The timing and substance of the relevant communication is 
significant. Communications that do not further the common 
interest normally will not be protected and communications 
occurring before a common interest agreement is in place 
are not usually privileged 

iv. To maintain a common interest or joint defense, parties must show 
that the communications were made in the course of and to further 
the goals of the common interest or joint defense.  

v. Best practices:  
1. The agreements do not need to be in writing (though it’s 

obviously better if there is a written agreement).  
2. Best practice to share information between the two 

attorneys rather than the two clients. - most courts only 
apply the common interest privilege to client-to-client 
communications when a lawyer is either present or has 
directed the communication;  

vi. Privilege can apply to more than just litigation, i.e., it can apply to 
mergers or other situations where legal interests are aligned. 
 



III. DOJ/FBI Search and Seizure Protocols (Spektor) 
a. Search Warrants vs Subpoena 

i. Explain the legal standards for obtaining a search warrant; 
ii. Explain the search warrant process, including the types of 

information typically included when sought and judicial review. 
b. Does the government need to seek express permission from judges to 

seize privileged materials in search warrants?  (Preview Harbor case)  
c. If the government seizes privileged material and it didn’t seek express 

permission to do so, what must it do?  
 

IV. Background on filter teams (Spektor) 
 
a. What are they? 
b. When are they used? 
c. Why different from civil litigation where parties responsible for own 

review. 
d. Preview of recent criticism.  

 
V. Recent developments (Spektor) 

 
a. DOJ Special Matters Unit 
b. Examples of DOJ preemptively seeking judicial review 

i. In re Search Warrant dated April 21 & 28 (SDNY prosecutors 
requesting appointment of a special master following seizure of 
documents from Giuliani).   

c. Harbor Healthcare System v. United States, 5 F.4th 593 (5th Cir 2021) – a 
“callous disregard” by the government for the company’s rights.  

d. In re Sealed Search Warrant, 2021 U.S. App. LEXIS 26063 (Aug 30, 2021) 
(approving taint team protocol but noting that it allows privilege holder to 
conduct initial review and to seek judicial intervention before any 
potentially privileged documents are produced).  

e. United States v. Under Seal, 942 F.3d 159 (4th Cir. 2019) – “prosecutors 
have a responsibility to not only see that justice is done, but to also 
ensure that justice appears to be done.” 

f. In re Search of Elec. Commc’ns, 802 F.3d 516, 530 (3d Cir. 2015) – 
criticizing use of non-lawyers on taint teams.  

g. In re Grand Jury Subpoenas, 454 F.3d 511, 523 (6th Cir. 2006) – taint 
team inappropriate where the “exigency typically underlying the use of 
taint teams is not present” 

h. District court examples: 
i. Avenatti mistrial  
ii. United States v. Gallego (Arizona judge appointing special master 

over government’s objection) 
 



VI. What these recent developments mean for challenging taint teams in court 
(Spektor/Perlov) 

 
a. For subpoenaed documents, cite lack of exigency + Sixth Circuit opinion 
b. For search warrants, privilege holder should at least have some input on 

relevant privilege / names of individuals whose communication could be 
privileged 

c. Educate court on evolving precedent and past mistakes 
d. If taint team protocol institutes insist on: 

 
i. Staffing w/experienced attorneys 
ii. No-contact rule 
iii. Segregation of networks  
iv. Process to return/destroy privileged items 
v. Insist on thorough Brady review, after educating filter team on 

what would be exculpatory 
vi. Judicial review for crime-fraud exception  
vii. Deadlines to finish review 
viii. Judicial warning for failing to follow rules 

 
VII. Practical Guidance for In-House Attorneys To Identify Documents and 

Communications as Privileged. (Chartan) 
a. Clearly Identifying Communications as Legal advice vs. Business advice. 

This goes for emails and attachments. 
i. The document/email should be labelled “Attorney-Client 

Communication – For Purpose of Legal Advice.” 
ii. The lawyer should be the primary sender or recipient of privileged 

communications.  
b. Confidential does not mean privileged.  
c. Keeping communications limited to those who “need to know.” 
d. Educate business folks about waiver of the right to assert privilege.  
e. Communications should be written as if your adversary or a judge or jury 

will read them.  
f. Find teachable moments as you work with your business counterparts. It 

will prevent mistakes in the application of claiming privilege from 
recurring.  

g. Perspectives from prosecution and defense side 
i. Spektor to discuss how it works on gov side  
ii. Perlov to discuss defending priv and strategy 
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an advice-of-counsel defense that has not formally been claimed or asserted by a civil litigant or
criminal defendant.

f. Testimony or materials within the scope of an explicit and unchallenged waiver, or other express
form of consent by the attorney’s client to disclosure of the subject information.

g. Information or materials produced or created in discovery, including deposition testimony, if such
information or materials are not subject to a protective order.

h. Testimony or materials that the court presiding over the underlying proceeding has ordered a party
to produce or provide.

E. Submitting the Request. Requests for authorization should be submitted to the Policy and Statutory
Enforcement Unit (PSEU), Office of Enforcement Operations, Criminal Division. When documents are sought in
addition to the testimony of the attorney witness, a draft of the subpoena duces tecum, listing the documents
sought, must accompany the submission.

F. No Rights Created by Guidelines. These guidelines are set forth solely for the purpose of internal Department
of Justice guidance. They are not intended to, do not, and may not be relied upon to create any rights,
substantive or procedural, enforceable at law by any party in any matter, civil or criminal, nor do they place any
limitations on otherwise lawful investigative or litigative prerogatives of the Department of Justice.

G. Questions.  Questions regarding the applicability of the authorization requirement or any of its exceptions
should be directed to the Policy and Statutory Enforcement Unit, Office of Enforcement Operations at 202-305-
4023 or pseu@usdoj.gov.

[updated March 2016] [cited in JM 9-11.255; JM 9-13.420]

9-13.420 - Searches of Premises of Subject Attorneys

NOTE: For purposes of this policy only, "subject" includes an attorney who is a "suspect, subject or target," or an
attorney who is related by blood or marriage to a suspect, or who is believed to be in possession of contraband or the
fruits or instrumentalities of a crime. This policy also applies to searches of business organizations where such
searches involve materials in the possession of individuals serving in the capacity of legal advisor to the organization.
Search warrants for "documentary materials" held by an attorney who is a "disinterested third party" (that is, any
attorney who is not a subject) are governed by 28 C.F.R. 59.4 and JM 9-19.221 et seq. See also 42 U.S.C. Section
2000aa-11(a)(3).

There are occasions when effective law enforcement may require the issuance of a search warrant for the premises of
an attorney who is a subject of an investigation, and who also is or may be engaged in the practice of law on behalf of
clients. Because of the potential effects of this type of search on legitimate attorney-client relationships and because of
the possibility that, during such a search, the government may encounter material protected by a legitimate claim of
privilege, it is important that close control be exercised over this type of search. Therefore, the following guidelines
should be followed with respect to such searches:

A. Alternatives to Search Warrants. In order to avoid impinging on valid attorney-client relationships, prosecutors
are expected to take the least intrusive approach consistent with vigorous and effective law enforcement when
evidence is sought from an attorney actively engaged in the practice of law. Consideration should be given to
obtaining information from other sources or through the use of a subpoena, unless such efforts could
compromise the criminal investigation or prosecution, or could result in the obstruction or destruction of
evidence, or would otherwise be ineffective.

NOTE: Prior approval must be obtained from the Assistant Attorney General for the Criminal
Division to issue a subpoena to an attorney relating to the representation of a client. See JM 9-
13.410.

https://www.justice.gov/jm/jm-9-11000-grand-jury#9-11.255#9-11.255
https://www.justice.gov/jm/jm-9-19000-documentary-material-held-third-parties#9-19.221#9-19.221
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B. Authorization by United States Attorney or Assistant Attorney General.  No application for such a search
warrant may be made to a court without the express approval of the United States Attorney or pertinent Assistant
Attorney General. Ordinarily, authorization of an application for such a search warrant is appropriate when there
is a strong need for the information or material and less intrusive means have been considered and rejected.

C. Prior Consultation. In addition to obtaining approval from the United States Attorney or the pertinent Assistant
Attorney General, and before seeking judicial authorization for the search warrant, the federal prosecutor must
consult with the Criminal Division through the Office of Enforcement Operations, Policy and Statutory
Enforcement Unit (PSEU), which can be reached at (202) 305-4023 or pseu@usdoj.gov.

NOTE: Attorneys are encouraged to consult with PSEU as early as possible regarding a possible
search of an attorney's premises.  Telephone No. (202) 305-4023; pseu@usdoj.gov.

To facilitate the consultation, the prosecutor should submit a form available to Department attorneys through
PSEU. The prosecutor must provide relevant information about the proposed search along with a draft copy of
the proposed search warrant, affidavit in support thereof, and any special instructions to the searching agents
regarding search procedures and procedures to be followed to ensure that the prosecution team is not "tainted"
by any privileged material inadvertently seized during the search. This procedure does not preclude any United
States Attorney or Assistant Attorney General from discussing the matter personally with the Assistant Attorney
General of the Criminal Division.

If exigent circumstances prevent such consultation before the warrant is presented to a court, the Criminal
Division should be notified of the search as promptly as possible. In all cases, the Criminal Division should be
provided as promptly as possible with a copy of the judicially authorized search warrant, search warrant affidavit,
and any special instructions to the searching agents.

The Criminal Division is committed to ensuring that consultation regarding attorney search warrant requests will
not delay investigations. Timely processing will be assisted if the Criminal Division is provided as much
information about the search as early as possible. The Criminal Division should also be informed of any
deadlines.

As part of the consultation process described above, PSEU shall itself consult with the Office of the Deputy
Attorney General, as set forth in the Attorney General’s December 30, 2020, memorandum.

D. Safeguarding Procedures and Contents of the Affidavit. Procedures should be designed to ensure that
privileged materials are not improperly viewed, seized or retained during the course of the search. While the
procedures to be followed should be tailored to the facts of each case and the requirements and judicial
preferences and precedents of each district, in all cases a prosecutor must employ adequate precautions to
ensure that the materials are reviewed for privilege claims and that any privileged documents are returned to the
attorney from whom they were seized.

E. Conducting the Search. The search warrant should be drawn as specifically as possible, consistent with the
requirements of the investigation, to minimize the need to search and review privileged material to which no
exception applies.
While every effort should be made to avoid viewing privileged material, the search may require limited review of
arguably privileged material to ascertain whether the material is covered by the warrant. Therefore, to protect the
attorney-client privilege and to ensure that the investigation is not compromised by exposure to privileged
material relating to the investigation or to defense strategy, a "privilege team" should be designated, consisting of
agents and lawyers not involved in the underlying investigation.

Instructions should be given and thoroughly discussed with the privilege team prior to the search. The
instructions should set forth procedures designed to minimize the intrusion into privileged material, and should
ensure that the privilege team does not disclose any information to the investigation/prosecution team unless
and until so instructed by the attorney in charge of the privilege team. Privilege team lawyers should be available
either on or off-site, to advise the agents during the course of the search, but should not participate in the search
itself.

mailto:pseu@usdoj.gov
mailto:pseu@usdoj.gov
https://www.justice.gov/oip/page/file/1350126/download
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The affidavit in support of the search warrant may attach any written instructions or, at a minimum, should
generally state the government's intention to employ procedures designed to ensure that attorney-client
privileges are not violated.

If it is anticipated that computers will be searched or seized, prosecutors are expected to follow the procedures
set forth in the current edition of Searching and Seizing Computers, published by CCIPS.

F. Review Procedures. The following review procedures should be discussed prior to approval of any warrant,
consistent with the practice in your district, the circumstances of the investigation and the volume of materials
seized.

Who will conduct the review, i.e., a privilege team, a judicial officer, or a special master.
Whether all documents will be submitted to a judicial officer or special master or only those which a
privilege team has determined to be arguably privileged or arguably subject to an exception to the
privilege.
Whether copies of all seized materials will be provided to the subject attorney (or a legal representative)
in order that: a) disruption of the law firm's operation is minimized; and b) the subject is afforded an
opportunity to participate in the process of submitting disputed documents to the court by raising specific
claims of privilege. To the extent possible, providing copies of seized records is encouraged, where such
disclosure will not impede or obstruct the investigation.
Whether appropriate arrangements have been made for storage and handling of electronic evidence and
procedures developed for searching computer data (i.e., procedures which recognize the universal nature
of computer seizure and are designed to avoid review of materials implicating the privilege of innocent
clients).

These guidelines are set forth solely for the purpose of internal Department of Justice guidance. They are not intended
to, do not, and may not be relied upon to create any rights, substantive or procedural, enforceable at law by any party in
any matter, civil or criminal, nor do they place any limitations on otherwise lawful investigative or litigative prerogatives
of the Department of Justice.

[updated January 2021]

9-13.500 - International Legal Assistance

Some countries reserve official acts to local officials and provide significant criminal penalties for persons who engage
in such acts in their territory without authorization.  Before attempting to do any unilateral investigative act outside the
United States relating to a criminal investigation or prosecution, including contacting a witness by telephone or mail,
prior approval must be obtained from the Criminal Division’s Office of International Affairs (OIA) (202-514-0000).

In addition, OIA must be consulted before contacting any foreign or State Department official in matters relating to
extradition of a fugitive or the obtaining of evidence through compulsory process from a foreign authority in a criminal
investigation, prosecution, or ancillary criminal matter. 

Any proposed contact with foreign officials, other than United States investigative agents, in a foreign country for the
purpose of obtaining the extradition of a fugitive or evidence through compulsory process should first be discussed with
OIA.

None of the above is intended to prevent prosecutors from:

1.  having preliminary discussions with U.S. law enforcement representatives posted abroad concerning the
obtaining of assistance,

2. communications with agents of State Department’s Diplomatic Security Service concerning an investigation
under their jurisdiction, or

3. participating in standing international committees such as the U.S.-Canada Cross Border Committee.

[cited in JM 9-11.140] [updated April 2018]

https://www.justice.gov/jm/jm-9-11000-grand-jury#9-11.140#9-11.140
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Businesses that have been forced to sit back as the government makes unreviewable determinations about
which of their sensitive documents are privileged can finally start fighting back. Recent U.S. Court of Appeals
decisions and a highly publicized mid-trial debacle involving a government “filter team” (or “taint team”) have
given privilege holders much needed ammunition to tell courts why they should stop rubber-stamping
prosecutors’ requests to make determinations about a company’s assertion of privilege.

In Harbor Healthcare System LP v. United States of America, 5 F.4th 593 (5th Cir. 2021), a Fifth Circuit panel
found that the prosecutors displayed a “callous disregard” of the rights of the targeted company in the way
the government’s filter team conducted itself. The Fifth Circuit is not alone. The most fervent critic to date,
the Fourth Circuit, had previously borrowed the Sixth Circuit’s metaphor of likening prosecutor-run filter
teams to leaving the “government’s fox in charge of guarding the … henhouse.”  Perhaps sensing the tide
turning, the government has, in a recent high-profile matter, asked for the appointment of an independent
special master to review certain potentially privileged material. It was too late, however, for a Los Angeles
prosecution team that, in late August 2021, watched a federal judge declare a mistrial in another prominent
case—this one against Michael Avenatti—over a mistake apparently made by the filter team.

This article draws on these recent developments to offer companies (and individuals) concrete steps they
can take to protect privileged communications. It also outlines arguments they can make in persuading
judges to reject the use of filter teams altogether or, failing that, what relief they can obtain to limit potential
harm to their businesses.

 [1]



Overview

Department of Justice Taint Teams. The purpose of taint teams is to review seized material and provide a
barrier between the privileged material and the prosecutors or investigators handling a matter. The
problem, however, is that the taint teams are still comprised of DOJ employees and FBI agents—individuals,
who are by no means disinterested parties, even though they supposedly have no connection to the
prosecution team.  In addition to fundamental issues in leaving the proverbial fox in charge of the
henhouse, courts have noted repeated errors in the administration of taint teams, some of which are noted
below.

To preempt some of these concerns, in 2020, the U.S. Department of Justice (DOJ) created a Special Matters
Unit (SMU) to oversee DOJ taint teams when reviewing seized privilege material.  According to the DOJ, the
unit was created

to focus on issues related to privilege and legal ethics, including evidence collection and processing,
pre- and post-indictment litigation, and advising and assisting Fraud Section prosecutors on related
matters. The SMU: (1) conducts filter reviews to ensure that prosecutors are not exposed to
potentially privileged material, (2) litigates privilege-related issues in connection with Fraud Section
cases, and (3) provides training and guidance to Fraud Section prosecutors.

In addition, some prosecutors, most notably in high-profile matters in New York, have sought judicial review
of potentially privileged material, either in lieu of seeking a search warrant  or following the execution of
one.  The upshot of these developments is that in the vast majority of cases where the DOJ refuses to
deviate from its traditional practice of employing taint teams, privilege holders now have precedent on which
they can rely to start fighting back. We review some of that precedent below.

‘Harbor Healthcare System LP v. United States of America’, 5 F.4th 593 (5th Cir. 2021). Harbor
Healthcare System identified as privileged almost 4,000 emails seized by the government. The company
provided a list of names of all attorneys and law firms it used and made several failed attempts to meet with
the head of the taint team to discuss the return of the privileged material. The government had already
determined that certain material was privileged but refused to return or destroy it.

Because Harbor Healthcare System was not under indictment, it requested return of those documents under
Federal Rule of Criminal Procedure 41(g). The district court denied the request.  The Court of Appeals
reversed, agreeing with the company that there had not been a process in place to protect Harbor Health’s
privileged documents and that the “government’s ongoing intrusion on Harbor’s privacy constitutes an
irreparable injury that can be cured only by Rule 41(g) relief.”  In the court’s view, the government showed a
“callous disregard” for the company’s rights when it failed to seek approval from a magistrate judge before it
seized documents it knew would contain privileged information.  The prosecutors, the court continued,
“made no attempt to respect Harbor’s rights to attorney-client privilege in the initial search.”  Finally, the
government’s only proffered reason for failing to return or destroy the privileged documents—its purported
need for potential use in a potential future criminal action—meant the government had “no intent to respect
Harbor’s interest in the privacy of its privileged materials” and the filter team, as a result, “serve[d] no
practical effect.”  Notably, the court left open the possibility of suppression, but disagreed with the
government that it was an adequate remedy, in part because it was not clear that Harbor would ever face
criminal charges.

‘United States of America v. Under Seal’, 942 F.3d 159 (4th Cir. 2019). Law Firm (name under seal) was
subject to a large seizure by the government resulting from the investigation of Law Firm’s dealings with
Client A. The seizure resulted in several thousands of emails, 99.8% of which had nothing to do with Client A.

[2]

[3]

[4]

[5]

[6]

[7]

[8]

[9]

[10]

[11]



Several of those documents contained privileged communications with Law Firm’s other clients who were
under active but unrelated criminal investigations and prosecutions. In addition, the taint team protocol
permitted federal agents and paralegals to designated documents are nonprivileged.

The court criticized the government for allowing non-lawyers to make privilege determinations.  Collecting
authority, it also leveled useful criticisms that apply to taint teams regardless of how they are staffed. First,
“[t]here is the possibility that a filter team—even if composed entirely of trained lawyers—will make errors in
privilege determinations and in transmitting seized materials to an investigation or prosecution team.”
Second, “a filter team’s members might have a more restrictive view of privilege than the subject of the
search, given their prosecutorial interests in pursuing the underlying investigations. That more restrictive
view of privilege could cause privileged documents to be misclassified and erroneously provided to an
investigation or prosecution team.”  Third, the ex parte proceeding in which the review protocol was
authorized (as is almost always the case, if the government seeks authorization at all), in the court’s view, ran
counter to the general preference for adversarial resolutions.  Fourth, any delay to the government’s
investigation, at least in that case, did not outweigh the harm to the privilege holders.  Fifth, there was the
appearance of unfairness, because “reasonable members of the public” would find it difficult to believe the
filter team agents or prosecutors would ignore privileged information they reviewed.  As the court put it,
“prosecutors have a responsibility to not only see that justice is done, but to also ensure that
justice appears to be done,” and federal agents and prosecutors “rummaging” through privileged material
subverts that goal.

Other precedent. In reaching its conclusions in Under Seal (profiled immediately above), the Fourth Circuit
praised the “sensible approach” taken by a Southern District of New York judge in the seizure of Michael
Cohen’s documents.  There, after hearing from all sides and before the government reviewed any sensitive
material, the magistrate judge rejected the government’s taint team proposal and appointed a special
master,  just as other courts had done.  Although the DOJ resisted the appointment of a special master
for Cohen’s documents, in April 2021, prosecutors in the same office themselves requested the appointment
of a master following the seizure of documents from Rudy Giuliani.  To be sure, the request was defensive;
it noted that filter teams are “common” and adequately protective of privilege holders’ rights, but conceded
that it was prudent to use a different method in some “exceptional circumstances.”  The government’s
redacted filing emphasized other unusual features of the case, obviously aware that the government’s
request would be cited against it in cases where it would continue defending the use of taint teams.

Although the Fourth and Fifth Circuit opinions, along with the high-profile cases in the Southern District of
New York, have received the most recent attention, privilege holders would do well to educate trial-level
courts on the growing body of authority around the country. Other examples include the Third Circuit’s 2015
criticism of the use of non-lawyers to make privilege determinations—a common feature of taint teams.

The first high-profile and oft-cited disapproval of taint teams came in 2006, from the U.S. Court of Appeals
for the Sixth Circuit.  Although no longer the most recent or harshest critic, the Sixth Circuit’s opinion
offers useful observations. In that case, which arose in the pre-production subpoena context, the court
acknowledged that filter team protocols can be “respectful of, rather than injurious to, the protection of
privilege” in situations where the government has no choice but to “sift the wheat from the chaff.”  But
those same procedures were inappropriate, the court wrote, where the “exigency typically underlying the
use of taint teams is not present,”  such as in cases in which a seizure of potentially privileged material had
not yet occurred. Filter teams present “inevitable, and reasonably foreseeable risks, to privilege, for they
have been implicated in the past in leaks of confidential information to prosecutors.”  “[T]he government
taint team may have an interest in preserving privilege,” the court continued, “but it also possesses a
conflicting interest in pursuing the investigation, and, human nature being what it is, occasionally some taint-
team attorneys will make mistakes or violate their ethical obligations.”  The court therefore allowed the

[12]
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subpoenaed party itself to make an initial privilege review because that would guard against the unchecked
authority by the government to “make some false negative conclusions, finding validly privileged documents
to be otherwise.”

Fifteen years later, on Aug. 24, 2021, a federal judge declared a mistrial over a month into a highly publicized
trial involving Michael Avenatti.  The court blamed the taint team’s failure to produce certain information
from the server from Avenatti’s law firm, which had potential exculpatory value. The judge found no
misconduct—just a mistake: “I think the taint team has fairly acknowledged that there may have been some
shortcomings in the review process.”  Notably, the government attempted to argue that the taint team’s
possession of any of the exculpatory material should not be imputed onto the prosecution team for
purposes of satisfying its Brady obligations; the judge rejected that argument and agreed with Avenatti that
it was inappropriate for the supposedly neutral representative of the filter team to turn into an advocate on
a motion for a mistrial.

The Avenatti trial debacle and the fervor with which a member of the filter team advocated to salvage the
trial shows that (1) taint teams, as the Fourth Circuit noted, have, at the very least, the appearance of non-
neutrality, and (2) errors related to taint teams can materialize in different and unexpected ways. When
special masters or magistrate judges conduct the review, with defendants having access and input, the error
rate will necessarily decline or evaporate.

Practical Guidance

There are steps that corporations and their attorneys can take today, before any issues with respect to filter
teams even arise.

• Labels: Corporations should clearly label all materials that are privileged. This would include any
documents seeking legal advice and documents prepared in anticipation of litigation. Merely stamping
“privilege” on documents or, as is commonly done, just copying attorneys on emails will not
automatically make the underlying communications privileged, but it lays the groundwork to put the
viewer on notice. When done in good faith (rather than labeling every document privileged), it will make
it more difficult for any government agency to ignore the potential privilege issue.

• Limitations. Limiting the number of people receiving the privileged information is also beneficial.
Quickly identifying custodians is paramount when documents are seized. This allows the entity (and its
counsel) to (1) determine what documents they need to protect by filing an emergency motion with a
court or (2) compare known sensitive documents to those deemed not privileged by the taint team prior
to their delivery to the investigation/prosecution team.

• Localize. A standard operating procedure on the internal handling of privileged documents, while
tedious, would be beneficial for any entity looking to keep privileged materials secure through so-called
“localization”—that is, segregating purely business matters from legal advice and establishing policies
against forwarding legal advice contained in emails to anyone outside the designated group of
individuals. Dual-purpose communications—those made both, to provide legal advice (or in anticipation
of litigation) and to serve a business purpose—have led to intense litigation from magistrate courtrooms
all the way to appellate courts ; demonstrating that access to the disputed communications or
documents had been limited would aid in that fight. Relatedly, as part of localizing and labeling, a
company should consider segregating, either physically or electronically, the most sensitive privileged
documents, so that it could attempt to prevent their seizure by immediately contacting the judge who
authorized the warrant.

Arming Privilege Holders for a Fight
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When the government seizes or requests to seize potentially privileged information, the company (or
individual) must act immediately. The first step depends on whether the government is demanding the
material via a subpoena or whether it has already executed a search warrant.

• Subpoena Requests: Drawing on the Sixth Circuit’s opinion profiled above,  the subpoena recipient
could argue that no exigency exists to justify the government’s invasion of the attorney-client privilege.
The privilege holder could volunteer to produce, on a rolling basis, all the material that is clearly not
privileged and provide a privilege log of the rest, just as it is routinely done in civil litigation. In the face
of growing criticism by appellate courts reviewed in this article, in these circumstances, a court is less
likely to rubber-stamp the filter team protocol.

• Search Warrants: Search warrants leave privilege holders in a more precarious position, especially if
the searched party had not segregated privileged material as advised above. Once a warrant has been
executed, the government has, or will soon have, the subject material and could begin reviewing it.
Search warrants are obtained ex parte, often under seal, and there is almost always some proffered
justification for the ongoing secrecy. Unless there is a relevant indictment already filed and assuming
the government is not receptive to the searched party’s request to conduct its own privilege review, the
privilege holder should file an emergency motion under Rule 41(g) in the district where the material was
seized, even if an agency from a different district is conducting the investigation. In that motion, the
searched party should demand the return of the seized documents, request to conduct its own privilege
review or at least have a special master do so, and, drawing on the authority summarized in this article,
make the following arguments:

– Explain why certain seized documents and communications may be privileged or protected as
work product.

– Provide examples of the types of communications, such as dual-purpose communications
discussed above, that to the government may appear not covered by attorney-client privilege or
work product protection, but are in fact privileged and could only be properly evaluated by
attorneys who understand the nature and purpose of the communications. No matter how well-
intentioned, taint team members cannot be expected to consistently spot privileged
communications without being steeped in the business.

– Educate the court on evolving precedent criticizing the use of filter teams and the preemptive
steps the government has recently taken agreeing to the use of special masters and for judicial
intervention.

– Argue that a filter team’s review of seized material is itself an invasion into a sacred legal right, a
harm that cannot be cured regardless whether the prosecution team receives the material.

– Highlight the recent mistakes committed by filter teams, citing precedent discussed above and in
other cases,  most recently even causing a mistrial, over a month into a resource-intensive trial.
Be mindful, however, that not all courts have disapproved of taint team protocols, though even
some of those opinion include helpful observations.

– Note that even seemingly error-free taint team reviews could always lead to a prosecutor or agent
learning something that is later indirectly used to develop leads in another investigation. Worse
than a bell that cannot be unrung, this harm could remain silent and undetected. As the Sixth
Circuit observed, “human nature being what it is, occasionally some taint-team attorneys will make
mistakes or violate their ethical obligations.”

If the district judge still approves the filter team protocol (or affirms a magistrate judge’s order), the company
should continue to fight:
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• Identify the categories or individual pieces of material that are most sensitive and likely privileged,
provide the list to the government, and ask the court that if the government disagrees that those
materials are privileged, then they must be reviewed in camera before they are passed to the
prosecution team.

• Demand the names of the prosecutors and/or agents on the filter team, so that any future defendants
who may face these individuals in a related case could request a Kastigar -like hearing, where the
government would have the burden to show that its case did not originate—directly or indirectly—from
any of the privileged materials.

• Request a set of ground rules from the beginning that go beyond the bare-bone instructions provided
in the DOJ Justice Manual :

(1) filter team staffing requirements that mandate (a) involvement of experienced attorneys and (b)
staffing by an office separate from the one conducting the investigation

(2) strict no-contact rules between members of the filter and prosecution teams, on any matters, to
prevent inadvertent leaks. The only permitted communication should be in writing and preserved,
and it should be limited to the underlying matter, so that the filter team is fully educated on the
case and the potential privilege issues

(3) segregation on government networks that would not permit any member of the prosecution
team to inadvertently access potentially privileged material

(4) process by which material deemed privileged by the filter team is destroyed or returned

(5) requirement that any exculpatory evidence or any information material to the defense reviewed
by the filter team is immediately flagged and produced to the defense to avoid it falling between
the filter/prosecution team cracks like in the Avenatti trial

(6) mandate that the application of the “crime fraud exception”—a common justification by
prosecutors to review potentially privileged information—be approved by a judge or independent
special master

(7) request deadlines by when the filter team must finish reviewing seized material

(8) seek an order similar to the one now required by Rule 5(f) of the Federal Rules of Criminal
Procedure, which informs prosecutors of potential sanctions for failing to follow their obligations.
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