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3. Recent data privacy trends impacting vendor 
assessments
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Overview of US data security & privacy laws

Vs.

This Photo by Unknown Author is licensed under CC BY-SA This Photo by Unknown Author is licensed under CC BY-SA-NC

Data Security is about 
protecting data from 

malicious threats.

Data Privacy is about how 
data is collected, shared, 

and used.

https://geobrava.wordpress.com/2018/10/29/it-security-related-revenues-will-reach-133-7-billion/
https://creativecommons.org/licenses/by-sa/3.0/
https://www.zanoli.biz/linee-guida-sul-data-protection-officers-gdpr-parte-2/
https://creativecommons.org/licenses/by-nc-sa/3.0/
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The US has a patchwork 
of federal and state laws 
relating to data security 
and data privacy, which 
apply different rules 
based upon:
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Overview of US data security & privacy laws

• type of data collected,

• the industry in which a 

company operates, 

and

• how data will be used
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• In the US, focus has historically been on data security 
rather than on data privacy. 

• Numerous federal and state data security laws explicitly 
require companies to take reasonable steps to select 
service providers with appropriate security and/or monitor 
service providers once selected. 

• For example…
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Historic focus on vendor data security
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Historic focus on vendor data security

Massachusetts 

Safeguards Regulation 
(201 CMR 17.00) 

Gramm Leach Bliley Act 

(“GLBA”) Safeguards 

Rule 
(16 CFR 314.4)
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Historic focus on vendor data security

New York Shield Act

New York Department of 

Financial Services 

(NYDFS) Regulations
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• Other laws are less explicit in their discussion of selecting 
and/or monitoring service providers.

• However, some impose a general negligence-like data 
security standard that might extend to all aspects of the 
data ecosystem including service providers.  

• For example…

• California law requires:
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Historic focus on vendor data security

Cal. Civil Code 1798.81.5(b)
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• In addition to statutory and regulatory obligations, legal and 
business risks arise when a vendor has a data security 
breach

9

Historic focus on vendor data security
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• Data privacy traditionally conceptualized in the US with a 
free-market-like approach where companies could compete 
as to their privacy practices.

• That approach has shifted over the past two years with 
greater privacy regulation and restrictions.

Historic focus on vendor data security
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Recent data privacy trends impacting vendor 
assessments

11

CCPA

CPRA

Schrems II

App Privacy 
Questionnaire
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Recent data privacy trends impacting vendor 
assessments
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California Consumer Privacy Act of 2018
CCPA

• Enacted in 2018, went into force in 2020

• Explicit contractual requirements for service providers: 

• (1) Prohibition on the use of personal information,

• (2) Prohibition on the disclosure of personal information, and 

• (3) Prohibition on the retention of personal information.

• Implicit requirements for service providers:

• (4) Ability to process a “flow down” access request, and

• (5) Ability to process a “flow down” deletion request.

Cal. Civil Code § 1798.140(v)
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Recent data privacy trends impacting vendor 
assessments

13

California Consumer Privacy Act of 2018
CCPA

• A “flow down” occurs when a business must push down an 

access or deletion request to its vendors in order to 

properly respond to a consumer:
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Recent data privacy trends impacting vendor 
assessments
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California Consumer Privacy Act of 2018
CCPA

• Impact on vendor due diligence

• Contract Review and Amendment – Because the CCPA’s requirements 

could be satisfied by contractual provisions, most vendor due diligence 

focused on contract review and amendment.

• Assess Flow Down Capabilities – Some companies did 

engage in due diligence in connection with the flow down 

obligations of the CCPA, but most companies trusted their 

vendor’s ability to follow flow down instructions and/or 

identified gaps in vendor capabilities after the law went 

into effect.

Pressure Score
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Recent data privacy trends impacting vendor 
assessments
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California Consumer Privacy Act of 2018
CCPA

• Impact on vendor due diligence (cont.)

• The CCPA may contain a provision, however, that provides a perverse 

incentive when it comes to vendor due diligence.

Pressure ScoreCal. Civil Code § 1798.145(j) 
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Recent data privacy trends impacting vendor 
assessments

16

California Consumer Privacy Act of 2018
CCPA

• Enacted in 2018, went into force in 2020

• Explicit contractual requirements for service providers: 

• (1) Prohibits service provider from using personal information

• (2) Prohibits service provider from disclosing personal information

• (3) Prohibits service provider from retaining personal information

• Implicit requirements for service providers:

• (4) Ability to process a “flow down” access request

• (5) Ability to process a “flow down” deletion request
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Recent data privacy trends impacting vendor 
assessments
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California Privacy Rights Act of 2020
CPRA

• Enacted (by referendum) in 2020, will become operative in 2023

• Amends the CCPA by adding to the explicit contractual 
requirements: 

• (1) Prohibits vendor from combining personal information

• (2) Prohibits vendor from “selling or sharing personal” information

• (3) Requires vendor to notify business of it cannot meet its legal obligations

• Additional requirements beyond the contractual obligations:
• (4) Notify business if vendor engages another person (e.g., subprocessor)

• (5) Flow down contractual requirements to subprocessors

• (6) Cooperate in responding to access, deletion, and rectification requests
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Recent data privacy trends impacting vendor 
assessments
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California Privacy Rights Act of 2020
CPRA

• Impact on vendor due diligence

• Beyond Contract Review – Although there are still contractual 

requirements, the CPRA goes beyond the mere existence of contractual 

terms.

• Assess Flow Down Capabilities – Companies are 
considering whether to conduct due diligence regarding 
flow down obligations of the CPRA (i.e., access, deletion, 
and rectification capabilities).

• Subprocessor Obligations – Companies are considering 
whether to conduct due diligence in connection with 
subprocessor obligations. 

Pressure Score
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Recent data privacy trends impacting vendor 
assessments
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Data Protection Commissioner v. Facebook 
Ireland and Maximillian Schrems (“Schrems II”)

Schrems II

• Background
• A privacy advocate - Max Schrems - challenged Facebook’s ability to 

transmit personal information from Europe to the United States under the 
EU-US Privacy Shield or by utilizing EU-approved Standard Contractual 
Clauses.

• The European Court of Justice (“ECJ”) invalidated the EU-US Privacy 
Shield Framework.

• The ECJ stated the use of Standard Contractual Clauses does not 
necessarily satisfy legal requirements, and that companies “should be 
encouraged to provide additional safeguards via contractual commitments 
that supplement standard protection clauses” when data might be 
accessed by the United States government.
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Recent data privacy trends impacting vendor 
assessments
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Data Protection Commissioner v. Facebook 
Ireland and Maximillian Schrems (“Schrems II”)

Schrems II

• Following the ECJ decision, the plaintiff in 

the Schrems II litigation recommended that 

companies transmitting information from 

Europe to the United States (or other non-

EEA countries) should request that the entity 

receiving the information complete a privacy 

questionnaire as a “preliminary attempt” to 

identify what supplemental measures might 

be warranted.
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Recent data privacy trends impacting vendor 
assessments
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Data Protection Commissioner v. Facebook 
Ireland and Maximillian Schrems (“Schrems II”)

Schrems II

• The European Data Protection Board (“EDPB”) later proposed 

recommendations on supplemental measures that stated that a 

company that sends data outside of the EEA should, among other 

things:

✓ Assess the legal conditions in the receiving country.

✓Consider whether the receiving entity utilizes one of several 

technical measures (e.g., encryption, pseudonymization, de-

identification, etc.) to protect information from disclosure to 

government agencies.

✓Consider whether the receiving entity will agree to other contractual 

and process-oriented protections.  These include….
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Recent data privacy trends impacting vendor 
assessments
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Data Protection Commissioner v. Facebook 
Ireland and Maximillian Schrems (“Schrems II”)

Schrems II

List laws that permit government access.  
Importer enumerates laws and regulations 
in its country that would permit access by 

public authorities (Para. 99-101)

No back door to government. Importer 
certifies that it has  not purposefully 

created  back doors  to allow for 
government access (Para. 103-104)

Audit against government access. Importer 
grants audit rights to exporter so that they 
can verify there has been no disclosures to 

government.  (Para. 105-106)

Notify of changes in  law.  Importer must 
notify exporter of any changes in local law 
that would interfere with SCC compliance. 

(Para. 107-109)

24 hour warrant canary. Warrant canary 
transmitted every 24 hours to the 

importer.  (para. 11 0-111)

Policy to challenge law enforcement 
requests.  Law enforcement policy to 
challenge any order if there are local 

grounds  to do so.  
(Para. 112-113)

Policy to educate law enforcement of 
GDPR. Law enforcement policy to inform 

government agency of incompatibility with  
EEA laws.  (Para. 114-115)

Limit access to those situations in which 
there is consent.  Importer will only access 

data with consent of data subject or 
exporter  (Para. 116-117))

Notify data subject of law enforcement 
requests.  Importer/exporter will notify 

data subject of any government data 
request.  (para. 118-119)

Assist data subject to exercise rights.   
Importer/exporter will assist data subject 

to exercise their rights in  the foreign 
country.  (Para. 120-121)

Rapid deployment privacy team. Creation 
of a team in the EEA to challenge foreign 
government requests.  (Para. 124-126)

Document gov. access requests.
Document and record access requests 

from public authorities  for exporter. (Para. 
127-128)

Transparency reports.  Publication of 
transparency report summariz ing 

government requests for information.  
(Para. 129-130)

Ongoing assessments. Commit to the 
adoption and regular review of internal 

policies to assess suitability of 
complementary measures.  (para. 136).

No onward transfers.  Commitment from 
the importer not to engage in any onward 

transfers.  (Para. 1 37)
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Recent data privacy trends impacting vendor 
assessments
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Data Protection Commissioner v. Facebook 
Ireland and Maximillian Schrems (“Schrems II”)

Schrems II

• Impact on vendor due diligence

• Many of the recommendations of the EDPB relate to information that 

can be solicited from vendors.  For example: 

Pressure Score
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Recent data privacy trends impacting vendor 
assessments
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App Store Privacy Nutrition Label

App Privacy 
Questionnaire

• Background:

• On December 8, 2020, as a requirement to 

submit a new App to the App Store (or to 

submit an update to an existing App) an 

App developer must complete a 

questionnaire concerning the App’s 

collection and use of personal information.

• App developers must respond based upon 

their own collection and use practices as  

well as the collection and use practices of 

their “third-party partners”
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Recent data privacy trends impacting vendor 
assessments
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App Store Privacy Nutrition Label

App Privacy 
Questionnaire

• Background:

• The information collected from the 

questionnaires is then published 

within the App Store in what some 

have called a privacy “nutrition 

label.”
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Recent data privacy trends impacting vendor 
assessments
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App Store Privacy Nutrition Label

App Privacy 
Questionnaire

• Impact on vendor due diligence
• For each third party that installs code in an App (i.e., SDK providers), a company is 

supposed to identify:

• Which of 32 different data types the SDK is designed to collect.

• For each data type collected, whether the third party partner uses the 

information for: 

✓ third party advertising, 

✓ first party advertising, 

✓ analytics, 

✓ product personalization, 

✓ app functionality, or 

✓ other purposes. Pressure Score
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Practical impact for vendor due diligence
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• Companies are increasingly requiring vendors to complete 
questionnaires focused on the vendor’s privacy practices.

• Companies typically consider the dissemination of 
questionnaires at three stages of the vendor life cycle:

Initial Due 
Diligence & 
Onboarding

Ongoing 
Verification

Offboarding 
& 

Termination
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Practical impact for vendor due diligence

28

• The questions companies ask may vary depending on the 
stage:

Initial Diligence & 
Onboarding

• Type of data that is 
involved

• Ability to cooperate in 
responding to data 
subject requests

• Flow down obligations 
to vendors

• Location of data and 
cross border data 
transfers

Ongoing Verification

• Additional laws or 
regulations that may 
impact data

• Confirmation of 
continued practices 
respecting data

• Confirmation that 
there has been no 
scope creep with 
respect to additional 
data collection

Offboarding &  
Termination

• Confirmation that no 
data has been 
retained

• Confirmation that all 
data subject requests 
have been processed

• Confirmation that no 
data tags and/or 
tracking technology 
remains in product
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• No industry standard “questionnaire” or uniform template.

• One challenge that arose in the context of security 

questionnaires, vendors were inundated with bespoke forms 

from their clients (e.g., 10,000 questionnaires in different 

formats, with different numbering and in different text, asking the 

same basic questions).

• Some vendors pivoted toward 

• offering their own uniform security questionnaires, or 

• commissioning third parties to certify practices against an industry 

framework in lieu of responding to questionnaires.

29

Vendor privacy due diligence using 
questionnaires
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• Other solutions 

• Third-party services (e.g., Security Scorecard Atlas) 

30

Vendor privacy due diligence using 
questionnaires

• facilitates the rapid dissemination of questionnaires 

and responses 

• aggregates requests from multiple clients to one 

vendor, and 

• allows the vendor to promulgate responses to 

multiple clients (i.e., many to one, and one to 

many, services)
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• Most privacy questionnaires focus on the following core areas:
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Vendor privacy due diligence using 
questionnaires

Identification of 
personal data 

collected

Training of employees 
on privacy practices

Cross border 
transfers of 
information

Deidentification or 
aggregations 
processes (if 
applicable)

Data retention periods
Data destruction 

practices

Applicability of 
legislation permitting 

government access to 
data

Practices for 
responding to law 

enforcement requests

Procedures for 
assisting in response 
to access requests

Procedures for 
assisting in the 

response of deletion 
requests.
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