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Violation

EUR 204.600.000 User traffic to the British Airways website being diverted to a fraudulent
E m (notice of intent) site. 500,000 individuals impacted (Art 32)

hﬂ 'A EUR 110,390,200 A variety of pers.,onal data cc?ntalned in approximately 339 mllllc?n guest
(notice of intent) records of Marriott International globally were exposed by the incident,

of which around 30 million were from EU (Art 32)

Lack of transparency in the creation of a Google account during the
EUR 50,000,000 configuration of a mobile phone using the Android operating system.

(art 5, 6,11, 13)
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I I EUR 27,800,000

EUR 18,000,000

EUR 14,500,000
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Violation

Unsolicited commercial communications made by TIM without the
consent (Art 5, 6, 17, 21)

The Austrian Post had created profiles of more than three million
Austrians, which included information about their home addresses,
personal preferences, habits and possible party affinity - which were
subsequently resold, for example to political parties and companies (Art
5)

Deutche Wohnen SE used an archiving system for the storage of
personal data of tenants that did not provide for the possibility of
removing data that was no longer required. Personal data of tenants
were stored without checking whether storage was permissible or even
necessary (Art 5)




»
Fine/ Remedy Violation f

EUR 9,550,000 1&1 Telecom GmbH caller could obtain extensive information on
personal customer data from the company's customer service

department simply by entering a customer's name and date of birth (Art

32)
Eni Gas e Luce unlawful processing of personal data in the context of
EUR 8,500,000 advertising activities and activation of unsolicited contracts (Art 5, 6, 17
21)
N Google failing to adequately comply with its obligations regarding the
N EUR 7,000,000 right of data subjects to have search results removed from the results

list. (art 5, 6, 17)
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How the Cookie Grumbles







Cookies: Common Ground ~599
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- technology that stores or accesses information on device

(e.q., pixels, SDK)

- specific, freely given and unambiguous consent
- terms and conditions not sufficient
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Cookies: Common Ground ~599

Consent for each purpose
Layers
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Lookie walls
Lawtul basis

Uptions to users
Retention period
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Uveranalyze: Analytics in the Crosstire
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- Do analytics cookies require consent?
- 200,000 complaints with DPAs in Germany
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Extraterritarial

- DPR can apply extraterritorially to some streams of data
processing and not others
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Extraterritoria

- Applies to many non-E
- EU Representative
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A Class of Their Own: Class Actions and Civil Litigation
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ndividual Civil Litigation:

Lollective Actions (Verbandsk

Ingoing and rapidly growing, based on national tort laws

agen):

Ingoing and growing, based o

blass Actions: More to come (

1

national consumer protection laws

al

directive on representative

actions for the protection of consumers)
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(/) IT Mobiles Entertainment Wissen Netzpolitik Wirts
TOPTHEMEN: DSGVO  WINDOWS 10  KRYPTOWAHRUNG  ELEKTROAUTOS  ANDROID 8.0

heise online > News > 13/2017 > Garlcht: Primacom darf mit unauliinglicher Einwilligung erfasste...

Gericht: Primacom darf mit unzuldnglicher
Einwilligung erfasste Kundendaten nicht
weitergeben

20112017 1745UN - BRmBotn

Action for the erasure
of 500,000
customers’ data held
by a telecoms
provider, which had
been collected and
passed on based on
consent invalid under
data protection law

(binding ruling)
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Startsaite

Wenn's um Datenschutz geht, Sparkasse?

son | W dncken

Action against
400,000 customers’
compulsory
membership in a
bonus programme of
a regional savings
bank

(currently 2nd
instance)

‘ . . Tests Shop Abo

Atersvorsorge | Bidung  Eigenheim  Essen | Freizeit  Geldaniage  Gesundheit
Rente Bend  Mete  Tinken Verkehr  Banken  Kosmetk

Startsotn > Stousrn + Rechl > Meidungen > Fluege de

17042018

Fluege.de: Kundendaten verkauft
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Ws passlert mit den Kundandaten |
einzein verkeuh wurden? Dirfen G
S ragen werden? Diesa Frage machic
> Swvsrerianung el
> Trickbetriger. Gewinnspiele, Telefonwerbung

Mehr bei test de

Lepzig Kia
Fiuege de. die Invia Fights Germa:

customers’ data held
by one of Germany’s
largest flight portals
following its
insolvency

(currently 2nd
instance)

poDoaos

Action against
Facebook for
operating fan pages
in violation of
transparency rules

Several actions
against media
companies for
invasive, unjustified
web tracking and

under Art. 26 GDPR violation of
(currently 15t information
instance) obligations

(currently 1%
instance)


https://www.heise.de/newsticker/meldung/Gericht-Primacom-darf-mit-unzulaenglicher-Einwilligung-erfasste-Kundendaten-nicht-weitergeben-3894393.html
https://www.verbraucherzentrale-sachsen.de/wenns-um-datenschutz-geht-sparkasse-leipzig
https://www.test.de/Fluegede-Kundendaten-verkauft-5308972-0/
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You'll Never Knuw ME Anunymuatmn and Pseudnnymuatmn
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Annnymizatinn and Pseudonymization
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You'll Never Knuw ME Anunymuatmn and Pseudonymization
Junceptmns and Misconceptions

 Jechnologies

e T[echnical @ Organizational Measures

. Anunymuatmn VS. Deletmn
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A Delicate Balance: Legitimate Interest Analysis
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Legitimate Interest Analysis

A Delicate Balance: Legitimate Interest Analysis

« [JEU's "3-Step-Test”
« What does "legitimate” mean and how far does it go”?
« What is "direct marketing"?
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High Impact: DPIA's

Quality Score

9.38
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H|gh Impact: DPIA's

Why they are important?
« Why they are so laborious?
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Partner, Chair of GDPR Compliance and International
Privacy

Fox Rothschild LLP

+1-215-444-7313
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