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End date: mm.dd.yyyyCyber risk has become an issue of fiduciary care               

Yet cyber risk is not consider material or covered as part of IT assessments
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Businesses feel the 
aftershocks of Geo-political 
tectonic events 
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Self-evidently fake emails leading to transactional ransoms

This is how you think phishing works
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Complex and persistent campaigns to create a major security event and six-figure ransoms
This is how phishing and cyber campaigns actually work
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Fraudulent Wire TransferFraudulent invoice

Macro 
Events

Trusted 
Sources

Industry
Influences

Social
Engineering

Target Intelligence

Tailored Message

Hijacked Docs

nb3

Compromised
Credentials

Credit Card Info

Consumer Data

Fake Cards/Payments

Phishing is more dangerous than fake emails

Hijacked Identity

Cloned Email

Chimera Site

RREESSEEAARRCCHH  TTAARRGGEETTSS

1

GGAATTHHEERR  FFOOCCUUSSEEDD  LLUURREESS

2

BBUUIILLDD  CCAAMMPPAAIIGGNN

3

DDEEPPLLOOYY  CCAAMMPPAAIIGGNN

4



Start date: mm.dd.yyyy
End date: mm.dd.yyyyThey understand your business

Exploiting industry culture to mimic trusted actors
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U S I N G  Y O U R  O W N  T O O L S
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SSTTAATTEE--SSPPOONNSSOORREEDD actors move down stream 

while OORRGGAANNIIZZEEDD  CCRRIIMMEE grows in ferocity and coordination
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I n v o l v e
E M A I L  /  P H I S H I N G

5544%
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R A N S O M W A R E
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I n c r e a s e
I N  P A Y M E N T S

113300%
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Attacks have dramatically increased in 2020
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Cybersecurity is not an IT Problem to solve... 

It’s a Business Risk to manage.

11

GLOBAL
cyber risk

33

DEAL VALUE
cyber risk

55

FUTURE DEALS
cyber risk

INTEGRATION
cyber risk

4422

EXECUTION
cyber risk
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Cyber risk 5 pillar toolkit

A W A R E N E S S
Understand the impact of cyber 
risks and trends, experiencing 
business impact of a breach and 
exposing personal risks

1
R I S K
Identifying non-public assets, 
protected data, and documenting 
regulatory and contractual 
obligations

2
P R O G R A M
Establishing budget, staffing and 
programs that align to overall 
business risk priorities
3

R E P O R T I N G
Annual planning, quarterly 
reporting, dashboards and 
peer/industry comparisons of 
performance

4
I N C I D E N T S
Understanding incident response, 
board roles, critical business 
decisions, reporting to authorities 
and crisis communications

5
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End date: mm.dd.yyyy65% of firms expressed buyer’s remorse due to cybersecurity issues

https://techcrunch.com/2020/09/10/its-time-to-better-identify-the-cost-of-cybersecurity-risks-in-ma-deals/

Only 36% felt that they had adequate time and resources to assess cyber risk 

P R E P A R A T I O N M A R K E T I N G D U E  D I L I G E N C E N E G O T I A T I O N C L O S I N G T R A N S I T I O N I N T E G R A T I O N

1 2 3 4 5 6 7

SELLER
Risk Assessment

A

SELLER
Increase Vigilance

B

BUYER
Preliminary Risk 

Assessment Review 
and breach discover

C

BUYER
Third-party 

Due Diligence

D

BUYER
Warranties

Indemnification

E

NEW ENTITY
Integration of Cyber ProgramF

CYBER CRIMINAL
Risk Window
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1 INVENTORY PROTECTED + NON-PUBLIC ASSETS 
PII, PCI/financial, healthcare, protected, intellectual property

2 AUDIT PRIVACY + SECURITY OBLIGATIONS
Regulatory compliance, privacy laws, contractual obligations

3 ASSESS INDUSTRY-BASED RISK
Top threat vectors, public breaches, regulatory disclosures

4 EXAMINE BREACH + SECURITY EVENT DISCLOSURES
Regulatory declarations, breaches, fines and corrective actions

5 EVALUATE SELLER’S CYBER POSTURE
Awareness, risk assessments, programs + budget, reporting 

6 ASSESS RESIDUAL RISK GAPS
Risk registry, insurance coverage, security vendors

7 ASSESS SUPPLY CHAIN RISK
Policies + procedures, security measures, shared risk

8 EXAMINE PRODUCT (APP DEV) RISK 
DevOps security programs, third-party assessments

Examine cyber risks associated with the seller
Risk + obligation awareness, risk assessment, posture, reporting and incident response 

9 PLAN SELLER INTEGRATION INTO BUYER PROGRAM
Integration plan, insurance coverage, outsourcing support

10 DETERMINE WARRANTIES + INDEMNITIES
Min. security requirements, warranties, notifications, coverage
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M A P  R E G U L A T O R Y  R E Q U I R E M E N T S

3.A Federal regulations (HIPAA, GLBA)

3.B Privacy regulations (GDPR, CCPA)

3.C Map of jurisdictions in which firms/clients operate

3.D Map of federal statutes

3.E Map of state statutes

C Y B E R  I N S U R A N C E

4.A Documented policy and carrier

4.B Documented minimum security standards

4.C Documented notification of claim procedures

A
SS EE CC TT II OO NN   AA

C Y B E R S E C U R I T Y  G O V E R N A N C E

C Y B E R S E C U R I T Y  L E A D E R S H I P
1.A Chief information security officer (CISO/CSO)

1.B Cybersecurity governance committee (CSG)

1.C Documented cybersecurity roles and responsibilities

1.D Documented cybersecurity risk profile and registry

1.E Documented cybersecurity program

1.F Documented business continuity plan (BCP)

1.G Documented incident response (IR) plan

C L A S S I F I C A T I O N  A N D  I N V E N T O R Y  O F  A S S E T S

2.A Personal data/identifiable info (PD/PII)

2.B Financial data, accounts and transaction information

2.C Client account and transaction records

2.D Confidential health or employee records

2.E Identify sensitive intellectual property

1

2

3

4



Start date: mm.dd.yyyy
End date: mm.dd.yyyy

B
SS EE CC TT II OO NN   BB

R I S K  A S S E S S M E N T

R I S K  P R O F I L E
5.A Document industry associated risks

5.B Evaluate likelihood and consequences

5.C Create a risk registry

5.D Monitor risk mitigation activities and performance

A N N U A L  R I S K  A S S E S S M E N T
6.A Document known threat actors and persistent threats

6.B Document technology base vulnerabilities

6.C Document business model vulnerabilities

6.D Document regulatory obligations and penalties

6.E Document client obligations and penalties

6.F Document supply chain obligations and penalties

A N N U A L  P E N E T R A T I O N  T E S T
7.A Conduct annual penetration test

7.B Document identified vulnerabilities and recommendations

7.C Document identified compliance violations

P E R I O D I C  A D  H O C  A S S E S S M E N T
8.A Review security controls given material change

8.B Document risks associated with material change

8.C Document required changes to policies and insurance

5

6

7

8

C
SS EE CC TT II OO NN   CC

S E C U R I T Y  P R O G R A M

A S S E T  I N V E N T O R Y  A N D  D E V I C  M A N A G E M E N T
9.A Documented operating systems, versions and mapping

9.B Mapped network mapping, file structure and segments

9.C Documented security controls and infrastructure

9.D Documented endpoints (MAC address, OS)

9.E Mapped cloud-based services and data

9.F List of users, groups and privileges

A C C E S S  C O N T R O L  T O  S E N S I T I V E  D A T A + S Y S T E M S
10.A Documented and controlled user credential standards

10.B Documented and controlled user privilege standards

10.C Multi-factor authentication

D A T A  E N C R Y P T I O N  +  R E N T E N T I O N
11.A Controls and standards to encrypt storage devices

11.B Controls and standards to encrypt cloud devices

11.C Virtual private network (VPN) controls

11.D Documented data retention standards

11.E Documented data destruction standards

9

10

11
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C
SS EE CC TT II OO NN   CC   -- CC OO NN ’’ TT

S E C U R I T Y  P R O G R A M

I C S  /  I N D U S T R I A L  C O N T R O L S  /  I I o T
12.A Discovery and control of workstations and devices

12.B Discovery of L2 devices (PLCs and controllers)

12.C Mapped industrial controls and intersections with IT

12.D Documented controls to update and maintain ICS systems

M O B I L E  D E V I C E S
13.A Mobile device management (MDM)

13.B Endpoint prevention or next-generation antivirus (NGAV)

13.C Endpoint detection and response (EDR)

B A C K - U P  +  R E C O V E R Y
14.A Documented back-up and recovery services

14.B Documented testing procedures

15.0 Application Testing and Maintenance

15.A Documented controls to test new applications

15.B Documented controls to update applications

15.C Documented controls to verify application status

12

13

14

A P P L I C A T I O N  T E S T I N G  +  M A I N T E N A N C E
15.A Documented controls to test new applications

15.B Documented controls to update applications

15.C Documented controls to verify application status

C O N T I N U O U S  M O N I T O R I N G  F O R  U N A U T H O R I Z E D  A C C E S S
16.A Security monitoring and logging

16.B Proactive threat hunting

P E O P L E  +  T R A I N I N G
17.0 People and Training

17.A Documented annual security awareness training

17.B Documented phishing testing

17.C Documented red-team blue-team exercises

15

16

17
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B
SS EE CC TT II OO NN   DD

S U P P LY  C H A I N  R I S K  M A N A G E M E N T

R I S K  P R O F I L E
18.A Documented supply chain risk management policy

18.B Documented procedures to evaluate vendors

18.C Documented minimum security standards for vendors

18.D Documented security event notification for vendors

18.E Documented warranties, requirements and liability clauses

18

C
SS EE CC TT II OO NN   EE

I N C I D E N T  R E S P O N S E

A S S E T  I N V E N T O R Y  A N D  D E V I C  M A N A G E M E N T
19.A Documented and tested incident response plan

19.B Documented team roles and responsibilities

19.C Documented procedures for the collection of forensics

19.D Documented reporting mechanisms and procedures

19.E Documented notification procedures

19.F Documented review and lessons learned procedures

19
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End date: mm.dd.yyyyThe Three-P’s of mitigating third-party risk

Policies + Prevention + Promises

1
P O L I C I E S

M E A S U R E

R E Q U I R E M E N T S
Needs analysis, business case and gated 
approvals

S E L E C T I O N
Risk measurement tools including due 
diligence assessments, and evaluation 
process

C O N T R O L S
Minimum security controls and 
transparent disclosures

C O N T R A C T S
Obligations, min. security standards, 
notifications, warranties and 
indemnificaiton

2
P R E V E N T I O N

M I N I M I Z E

A S S E T S
Identify sensitive assets and data

O B L I G A T I O N S
Identify legal, contractual and regulatory 
obligations

R I S K
Define risk appetite, conduct risk 
assessment and minimize residual risk

D E F E N D
Define defensive requirements and 
allocate resources

3
P R O M I S E S

M I T I G A T E

O B L G A T I O N S
Identify legal, contractual and regulatory 
obligations

D E M A R K  R E S P O N S I B I L I T I E S
Service definitions and division of duties, 

M I N I M U M  S T A N D A R D S
Security programs, testing and reporting

N O T I F I C A T I O N S
Trigger and definitions, attestations, 
regulatory compliance

W A R R A N T I E S
Insurance, shared costs and efforts, 
financial penalties
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Cybersecurity is not an IT Problem to solve... 

It’s a Business Risk to manage.

11

ENGAGE
early in the deal

33

UNDERSTAND
the implications of

Due Diligence

22

QUANTIFY
Liability and risk

55

TRANSFER
liability through

Insurance

FACTOR
cyber risk into the

negotiations

44
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Supply Chain Security Guidance

Department of Financial Services

NYCRR 500 Section 11

Public references



Start date: mm.dd.yyyy
End date: mm.dd.yyyy

2001
2000199919981997

2012
2011201020092008200720062005200420032002 2021 2022 2023

2020
2013 2014 2015 2016 2017 2018 2019

COVID-19: Learn from past to invest in the future
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Your skills must match your 
expanding ecosystem.1 Expertise beats headcount

Gaps go beyond the IT team to include 
employees and C-suite2 Gap exists at all levels

It’s easy to blame the people but that 
rarely solves the real problems3 Evaluate the systemic issues

Cybersecurity program must reach all 
levels of the business4 Security equals business risk

Mark Sangster
Principal Evangelist and VP 
Industry Security Strategies

mark.sangster@esentire.com

@mbsangster

Linkedin.com/in/mbsangster
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