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Cyber risk has become an issue of fiduciary care

Yet cyber risk is not consider material or covered as part of IT assessments
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law firms, financial institutions and public-relations agencies in an apparent effort

to seek inside information on last year's abortive takeover of Potash Corp. of

Saskatchewan, a security consultant says.

At least seven law firms were targeted in attacks that Daniel Tobok, president of
Toronto-based Digital Wyzdom Inc., believes are also linked to hacking that
paralyzed federal government computer systems last year.
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Chinese apps TikTok and WeChat over the weekend have gotten an 11" hour reprieve from

a plan to cut off access to them.

oads loomed for Sunday, TikTok owner ByteDance reached an
ficant ownership stakes to Oracle and Walmart. While the deal is
lent of Congress has put the download ban on hold for at least a

Is TikTok Raiding Your

Privacy In 2020? Here IS HOW e blocked the Commerce Department's plan to outright ban

p WeChat, owned by Tencent.

To Stop It

Privacy is dead; long live privacy. The hope in that phrase is that the
constant barrage against privacy by social media companies, and the
internet in general, will never be as complete as privacy advocates
fear. The short video phenom, TikTok, is stirring that fear anew. This

post will tell you how to lock it down as much as possible.
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ACCOUNTABILITY
COMPLIANCE + CONTRACTS + COVERAGE Thicd Party Risk

to the Nth Degree
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Payment declined

This is how you think phishing works

Self-evidently fake emails leading to transactional ransoms
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This is how phishing and cyber campaigns actually work

Complex and persistent campaigns to create a major security event and six-figure ransoms
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Phishing is more dangerous than fake emails
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Fraudulent invoice Fraudulent Wire Transfer
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They understand your business

Exploiting industry culture to mimic trusted actors
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STATE-SPONSORED zctors move down stream
ssamee | while ORGANIZED CRIME grows in ferocity and coordination
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Attacks have dramatically increased in 2020
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IN THE UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF VIRGINIA
Alkxandnia Division
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Capital One estered isko & Master Serv ﬁ U.S_ DEPARTMENT OF THE TREASURY * was just a word related to speed. But the pandemic has made video conferencing

ure for business people conferring about trade secrets, doctors and mental health
sensitive patient information, kids keeping up with school work, and the rest of us sharing
ils of day-to-day life to confidential family matters. According to a just-announced FTC

Dacket 5o, 435-1). As sated by Jeffrey Blevind Ransomwa I’e Advisory ly engaged in deceptive and unfair practices that misled consumers about the security of

Security Operations Center, “one purpose of |

Mandunt (“Mandiant™) oa November 30, 2015,
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The U.S. Department of the Treasury's Office of Foreign Assets Control (OFAC) is issuing an advisory to alert
companies that engage with victims of ransomware attacks of the potential sanctions risks for facilitating
ransomware payments ea . This advisory highlights OFAC’s designations of malicious cyber actors and
those who facilitate ransomware transactions under its cyber-related sanctions program. It identifies U.S.
government resources for reporting ransomware attacks and provides information on the factors OFAC
generally considers when determining an appropriate enforcement response to an apparent violation, such
as the existence, nature, and adequacy of a sanctions compliance program. The advisory also encourages
financial institutions and other companies that engage with victims of ransomware attacks to report such

attacks to and fully cooperate with law enforcement, as these will be considered significant mitigating

factors SENTIRE




Cybersecurity is not an IT Problem tosolve...
i'sa Business Risk to manage.

GLOBAL EXECUTION DEAL VALUE INTEGRATION FUTURE DEALS

cyber risk
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Cyber risk 5 pillar toolkit

AWARENESS

Understand the impact of cyber
risks and trends, experiencing
business impact of a breach and
exposing personal risks

RISK

Identifying non-public assets,
protected data, and documenting
regulatory and contractual
obligations

PROGRAM

Establishing budget, staffing and
programs that align to overall
business risk priorities

REPORTING

Annual planning, quarterly
reporting, dashboards and
peer/industry comparisons of
performance

INCIDENTS

Understanding incident response,
board roles, critical business
decisions, reporting to authorities
and crisis communications

Cyber Security Toolkit
for Boards

: nyber—Risk
Oversight

DIRECTOR'S HANDBOOK SERIES
2034

‘NACD
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65% of firms expressed buyer’s remorse due to cybersecurity issues

Only 36% felt that they had adequate time and resources to assess cyber risk

CYBER CRIMINAL
Risk Window

OO C © = = @

PREPARATION MARKETING DUE DILIGENCE NEGOTIATION CLOSING TRANSITION INTEGRATION
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o o
B E NEW ENTITY
Integration of Cyber Program

SELLER SELLER C D
Risk Assessment Increase Vigilance

BUYER BUYER BUYER
Preliminary Risk Third-party Warranties
Assessment Review Due Diligence Indemnification

and breach discover
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Examine cyber risks associated with the seller

Risk + obligation awareness, risk assessment, posture, reporting and incident response

INVENTORY PROTECTED + NON-PUBLIC ASSETS

Pll, PCl/financial, healthcare, protected, intellectual property

AUDIT PRIVACY + SECURITY OBLIGATIONS

Regulatory compliance, privacy laws, contractual obligations

ASSESS INDUSTRY-BASED RISK

Top threat vectors, public breaches, regulatory disclosures

EXAMINE BREACH + SECURITY EVENT DISCLOSURES

Regulatory declarations, breaches, fines and corrective actions

EVALUATE SELLER’S CYBER POSTURE

Awareness, risk assessments, programs + budget, reporting

O
@

10

ASSESS RESIDUAL RISK GAPS

Risk registry, insurance coverage, security vendors

ASSESS SUPPLY CHAIN RISK

Policies + procedures, security measures, shared r

EXAMINE PRODUCT (APP DEV) RISK

isk

DevOps security programs, third-party assessments

PLAN SELLER INTEGRATION INTO BUYER PROGRAM

DETERMINE WARRANTIES + INDEMNITIES
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SECTION A
CYBERSECURITY GOVERNANCE

@ CYBERSECURITY LEADERSHIP @ MAP REGULATORY REQUIREMENTS
1.A Chief information security officer (CISO/CSO) 3.A Federal regulations (HIPAA, GLBA)

1.B Cybersecurity governance committee (CSG) 3.B Privacy regulations (GDPR, CCPA)

1.C Documented cybersecurity roles and responsibilities 3.C Map of jurisdictions in which firms/clients operate

1.D Documented cybersecurity risk profile and registry 3D M f federal statut
o dp Of rederal statutes

1.E Documented cybersecurity program
3.E Map of state statutes

@ CYBER INSURANCE

4.A Documented policy and carrier

1.F Documented business continuity plan (BCP)

1.G Documented incident response (IR) plan

CLASSIFICATION AND INVENTORY OF ASSETS

2.A Personal data/identifiable info (PD/PlI) 4.B Documented minimum security standards

2.B Financial data, accounts and transaction information 4:C Bocumentedingiticationioficlaim procedures

2.C Client account and transaction records
2.D Confidential health or employee records

2.E Identify sensitive intellectual property
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SECTION B SECTION C
RISK ASSESSMENT SECURITY PROGRAM
@RISK PROFILE

@ASSET INVENTORY AND DEVIC MANAGEMENT

®

5.A Document industry associated risks
5.B Evaluate likelihood and consequences
5.C Create a risk registry

5.D Monitor risk mitigation activities and performance

ANNUAL RISK ASSESSMENT

6.A Document known threat actors and persistent threats
6.B Document technology base vulnerabilities

6.C Document business model vulnerabilities

6.D Document regulatory obligations and penalties

6.E Document client obligations and penalties

6.F Document supply chain obligations and penalties

ANNUAL PENETRATION TEST
7.A Conduct annual penetration test
7.B Document identified vulnerabilities and recommendations

7.C Document identified compliance violations

PERIODIC AD HOC ASSESSMENT
8.A Review security controls given material change
8.B Document risks associated with material change

8.C Document required changes to policies and insurance

9.A Documented operating systems, versions and mapping
9.B Mapped network mapping, file structure and segments
9.C Documented security controls and infrastructure

9.D Documented endpoints (MAC address, OS)

9.E Mapped cloud-based services and data

9.F List of users, groups and privileges

ACCESS CONTROL TO SENSITIVE DATA+SYSTEMS
10.A Documented and controlled user credential standards

10.B Documented and controlled user privilege standards

10.C Multi-factor authentication

DATA ENCRYPTION + RENTENTION
11.A Controls and standards to encrypt storage devices
11.B Controls and standards to encrypt cloud devices
11.C Virtual private network (VPN) controls

11.D Documented data retention standards

11.E Documented data destruction standards
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SECTION C - CON'T
SECURITY PROGRAM
@ ICS / INDUSTRIAL CONTROLS / IloT @ APPLICATION TESTING + MAINTENANCE
12.A Discovery and control of workstations and devices 15.A Documented controls to test new applications
12.B Discovery of L2 devices (PLCs and controllers) 15.B Documented controls to update applications

12.C Mapped industrial controls and intersections with IT 15.C Documented controls to verify application status

12.D Documented controls to update and maintain ICS systems

CONTINUOUS MONITORING FOR UNAUTHORIZED ACCESS
MOBILE DEVICES 16.A Security monitoring and logging

13.A Mobile device management (MDM) 16.B Proactive threat hunting

13.B Endpoint prevention or next-generation antivirus (NGAV) @

PEOPLE + TRAINING
13.C Endpoint detection and response (EDR) 170\ PeorEE
BACK-UP + RECOVERY 17.A Documented annual security awareness training
14.A Documented back-up and recovery services 17.B Documented phishing testing

14.B Documented testing procedures 17.C Documented red-team blue-team exercises

15.0 Application Testing and Maintenance

15.A Documented controls to test new applications

15.B Documented controls to update applications

15.C Documented controls to verify application status

SENTIRE




SECTION D SECTION E
SUPPLY CHAIN RISK MANAGEMENT INCIDENT RESPONSE

RISK PROFILE ASSET INVENTORY AND DEVIC MANAGEMENT

18.A Documented supply chain risk management policy 19.A Documented and tested incident response plan

18.B Documented procedures to evaluate vendors 19.B Documented team roles and responsibilities

18.C Documented minimum security standards for vendors 19.C Documented procedures for the collection of forensics
18.D Documented security event notification for vendors 19.D Documented reporting mechanisms and procedures
18.E Documented warranties, requirements and liability clauses 19.E Documented notification procedures

19.F Documented review and lessons learned procedures
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The Three-P’s of mitigating third-party risk

POLICIES

MEASURE

REQUIREMENTS
Needs analysis, business case and gated
approvals

SELECTION

Risk measurement tools including due
diligence assessments, and evaluation
process

CONTROLS

Minimum security controls and
transparent disclosures

CONTRACTS

Obligations, min. security standards,
notifications, warranties and
indemnificaiton

Policies + Prevention + Promises

PREVENTION

MINIMIZE

ASSETS
Identify sensitive assets and data

OBLIGATIONS
Identify legal, contractual and regulatory
obligations

RISK
Define risk appetite, conduct risk
assessment and minimize residual risk

DEFEND
Define defensive requirements and
allocate resources

PROMISES

MITIGATE

OBLGATIONS
Identify legal, contractual and regulatory
obligations

DEMARK RESPONSIBILITIES
Service definitions and division of duties,

MINIMUM STANDARDS
Security programs, testing and reporting

NOTIFICATIONS
Trigger and definitions, attestations,
regulatory compliance

WARRANTIES
Insurance, shared costs and efforts,
financial penalties
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Cybersecurity is not an IT Problem tosolve...
i'sa Business Risk to manage.

ENGAGE QUANTIFY UNDERSTAND FACTOR TRANSFER
Liability and risk
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Public references

i » [National Cyber

e | Security Centre X
NSt Board Toolkit

Helping board members to
get to grips with cyber security
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COVID-19: Learn from past to invest in.the future
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THE INSIDE TRUTH
ABOUT CYBERCRIME —
AND HOW TO PROTECT
YOUR BUSINESS

Expertise beats headcount

Your skills must match your
expanding ecosystem.

Gap exists at all levels

Gaps go beyond the IT team to include
employees and C-suite

Evaluate the systemic issues

It’s easy to blame the people but that
rarely solves the real problems

Security equals business risk

Cybersecurity program must reach all
levels of the business
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