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This webinar will review key ethical concerns related to virtual and online mediations and provide practice

tips as to how attorneys can collaborate with client representatives, communicate with the other parties,

and mediate in an effective and confidential fashion. The panel will review the ethical concerns raised by

the foregoing and discuss Rules 1.1 and 1.6 of the Model Rules of Professional Responsibility. In the

wake of the COVID-19, many practitioners are working from home offices or remote locations which

presents an overlay of ethical challenges to effective confidential communication between attorney and

client, among parties on the same side, and effective mediation advocacy and negotiation by parties and

their attorneys. How can you work within these constraints to collaborate with your client representatives

and effectively present your position to the mediator and the opposing parties? Addressing these

challenges requires additional skills and techniques. The panel will explore what steps can be taken to

properly and ethically prepare to mediate in a virtual and online forum and identify measures you can take

to facilitate the process. The panel will also suggest means for addressing security concerns during the

online dispute resolution process and what, if any, additional measures, agreements or steps counsel

should be asking for and insisting on from other parties to the process, as well as their neutral to ensure

fair, confidential, and ethical online dispute resolution.

Introduction to Topic/Learning Points:
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• Setting up your physical environment

• Advance Preparation

• Dry-runs and Practices

• Discussion of Selected Commonly Used Platforms

• Some Key Security Protocols

• Ethical Rules to Consider

• Questions?

How to Prepare for the Virtual Session
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• Participants should participate in the mediation from a location with secure, reliable,

high-speed internet

• Test internet speeds by searching “internet speed test” in the web browser. (The

minimum Mbps download and upload speeds needed for the platform depends on

several factors, including the expected number of participants and the number of

locations from where they are connecting the platform)

• If internet connection is unstable, weak, or prone to outages, consider:

➢ Using a Wi-Fi booster

➢ Using a smartphone hotspot

➢ Hardwiring the internet connection by installing a direct ethernet (T-1)

connection.

Setting Up Your Remote or Actual Office
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• Be sure to test to ensure you have a functional microphone and speaker to

transmit and receive audio

• Beware of phone feedback

• Consider separate headset or headphones that contains a microphone

(also often reduces or completely blocks ambient noise).

• Keep in mind that sound clarity is especially important for participants

working from home with other people or pets present or when appliances

(such as air conditioners) may generate significant ambient noise

Microphone, Speaker and Camera
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Develop clear guidelines for all parties so they know what to do if this occurs:

• Try to reconnect to the platform (this often resolves the problem if the

mediator did not lock the session)

• Contact the mediator (and possibly others) via email or text message to

alert the mediator of the connection issue, consider prior exchange of

cellphone numbers

• Use provided dial-in instructions to connect by telephone

Disconnected Participants/Trouble Shooting
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• Download the platform software application

• Choose a location that offers an adequate internet connection, quiet, and privacy –

do not use public WiFi

• If desired, have two screens available so you can view other participants and

documents at the same time

• Conduct a dry run of the platform and individual set-ups to test and receive feedback

on a variety of different aspects, including:

• Microphones

• Speakers

• Headsets

• Sound (including feedback and background noise)

• Lighting (avoiding backlighting and facing cameras away from windows)

Connecting to the Mediation Session/Advance Preparation
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There are many VTC platforms in the marketplace. Zoom has become a perennial favorite

among many mediators and counsel. However, there are many other VTC platforms, each

with their own distinct features, limitations, and security and privacy issues, such as (in

alphabetical order):

• Apple FaceTime

• BlueJeans

• Cisco WebEx

• Google Meet (formerly Hangouts Meet)

• GoToMeeting

• Immediation

• Legaler

• Microsoft Teams

• Modron

• Skype for Business (being replaced by Microsoft Teams on 7/31/21)

• Sonexis

Common Platforms
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• Take advantage of other tools to limit access to mediation:

➢ Ensure only invited participants are able to join your mediation

➢ Passcode protect the mediation and use unique ID numbers for each mediation

➢ Passcode protect the session and creating a two-factor authentication 

requirement by:

➢ Not embedding the passcode in the link; and

➢ Conveying the link and the passcode by using separate mediums (for example,

emailing the link and sending the passcode by text message)

• Caution participants not to share the conference link in any kind of public forum to

increase the likelihood of unwanted attendees accessing the session

Key Tips For Security
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• Some services may give the host the option to lock the meeting once the expected

participants have arrived

• Some programs provide host with ability to remove individual users from the meeting

should the need arise

• Note: these features may not be enabled by default, so look carefully at what

settings are available

Key Tips For Security - continued
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• When ready to join the mediation session, each participant should close unnecessary tabs and

applications on the device to prevent battery drain and internet bandwidth

• Be sure to turn off email, calendar reminder, and other notifications, as well as silencing phones,

also prevents unnecessary disruptions and distractions

• When you join a meeting, your video camera and microphone may be on by default. Be aware

that participants may be able to see and hear you as soon as you join a meeting

• Most services allow you to mute yourself or turn off your camera. You may be able to adjust the

default settings so your preferences are stored for the next meeting or – depending on the

service – you may need to adjust your settings at the beginning of each call.

• Check to see if your video conference is being recorded, covered in mediation agreement and

reviewed at outset of mediation

• The safest strategy is to assume you might be recorded and, if possible, avoid sharing private

information via video conference

• No photos please! Remind participants of this restrictions

Additional Security Tips
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Unauthorized Attendees/Access

• The mediator needs to know who everyone is on the platform so be sure to identify all attendees

• There can be disclosure issues arising from unauthorized attendees

• This is an important to issue safeguarding information

• Family members or others who may breach the confidentiality of mediation

• Party representatives with other attorneys nearby also need to be identified

Key Security Tips - continued
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ABA Model Rules of Conduct

Ethical Rules
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Rule 1.1 Competence

A lawyer shall provide competent representation to a client. Competent representation 

requires the legal knowledge, skill, thoroughness and preparation reasonably necessary 

for the representation. 

What does this mean when it comes to virtual hearings? You must have the knowledge “reasonably 

necessary” to represent the client in a “ZOOM” hearing. 

AAA Rule 32(c): “When deemed appropriate, the arbitrator may also allow for the presentation of 

evidence by alternative means including video conferencing, internet communication, telephonic 

conferences and means other than an in-person presentation.” 



ABA Model Rules of Conduct

Ethical Rules
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Rule 1.6 Confidentiality of Information

(c) A lawyer shall make reasonable efforts to prevent the inadvertent or unauthorized 

disclosure of, or unauthorized access to, information relating to the representation of a 

client. 

What does this mean when it comes to virtual hearings? You should have an agreement in writing that 

specifies the VTC platform and agreement about the ground rules. Example: “no one is allowed in the 

room where a witness is testifying.”

Ethical complaints may arise when parties and the arbitrator agree on process and procedures on a 

pre-hearing status call a week before the hearings and nothing is reduced to writing. Problem: the first 

day of hearing the arbitrator thinks she sees an unauthorized attorney in the room with a witness? 



ABA Model Rules of Conduct

Ethical Rules
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Rule 5.1 Responsibilities of a Partner or Supervisory Lawyer

A partner in a law firm...shall make reasonable efforts to ensure that the firm has in effect 

measures giving reasonable assurance that all lawyers in the firm conform to the Rules of 

Professional Conduct. 

What does this mean when it comes to virtual hearings? Firms need to stay abreast of current 

cybersecurity measures to safeguard services it provides to its clients. Example: the firm utilizes a 

secure encrypted email platform to share documents. 

Ethical complaints may arise when an attorney, working remotely on a different computer without 

encrypted email, decides to share sensitive, confidential documents because the VTC platform states it 

is secured with end-to-end encryption. Don’t rely on VTC platform security measures, also, you want to 

check if the VTC platform has the ability to decrypt your meeting content. 



Questions?

#2388513
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MORITT HOCK & HAMROFF LLP
Strength In Partnership

Offices: Long Island & New York City ● www.moritthock.com

LESLIE A. BERKOFF

Practice Areas - Dispute Resolution / Bankruptcy & Creditors’ Rights / Litigation

• Leslie A. Berkoff is a Partner with the firm where she serves as Chair of the firm’s Dispute Resolution Practice Group. A

skilled mediator having handled mediations in bankruptcy courts for all phases of bankruptcy-related litigation, as well as,

commercial mediations in the state and federal courts and arbitration as a panel arbitrator through the American Arbitration

Association. Ms. Berkoff is the past Chair of the firm's Creditors' Rights and Restructuring Department and is also involved in

all aspects of creditors' rights and insolvency matters, as well as, bankruptcy cases nationwide and related litigation, including

creditor, debtor, committee, and trustee representation, as well as corporate liquidations, reorganizations and out-of-court

restructurings and assignments for benefits of creditors. Various concentrations including equipment and asset based lending

and healthcare industries.

• Prior to joining Moritt Hock & Hamroff LLP, Ms. Berkoff served as a law clerk to the Honorable Jerome Feller, United States

Bankruptcy Judge in the Eastern District of New York, from 1991 to 1993 and to the Honorable Allyne R. Ross, Federal

Magistrate Judge in the Eastern District of New York, from 1990 to 1991.

• Ms. Berkoff speaks and publishes extensively and is a recognized leader in her field.

Education - Hofstra University School of Law, J.D. 1990

Editor in Chief, Hofstra Labor Law Journal

State University of Albany, B.A. 1987 cum laude

Admissions - Ms. Berkoff is admitted to practice in New York and Connecticut
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Michael E. Kreitman is a Senior Counsel in the Macy’s Law Department in New York City

Michael counsels human resources executives and senior management at the Macys and

Bloomingdale’s stores and support divisions on all aspects of employment and labor law, including

wage and hour matters, corporate restructurings/reorganizations, internal investigations,

FMLA/ADA/ADEA/Title VII issues, hiring/termination/ disciplinary actions, policy and handbook

formulation, collective bargaining negotiations, union grievances, and contract interpretation.

Michael also handles global employment matters for the company’s overseas operations,

represents Macy’s before local, state and federal agencies, and handles arbitration and mediation.

Michael develops and conducts individual and group training on a wide variety of employment law

and human resource issues. He is also on the employment mediation panel of the United States

District Court for the Southern District of New York and regularly mediates employment disputes.
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Michael Powell, Vice President of AAA

Michael Powell is a vice president at the American Arbitration Association® (AAA)...the global leader in

dispute resolution services, and manages the Los Angeles Regional Office. Powell, 27 years with AAA,

heads up the AAA Construction Division—western region, with direct responsibility for eleven states. In

this role, he interacts with AAA clients who file cases and the panelists who serve as arbitrators and

mediators in those cases. He also trains commercial arbitrators and aspiring mediators in basic to

advanced case management techniques.

Powell also works closely with industry organizations and associations as liaison for the AAA’s National

Construction Dispute Resolution Committee (NCDRC). In this capacity, Powell assists the corporate,

legal, and public sector communities by educating them on the most current dispute avoidance and

resolution techniques. He gives back to the ADR community with his service as an active Board Member

and past President of the California Dispute Resolution Council.
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Brent Clinkscale, Managing Member of Clinkscale Legal & Global Dispute Resolution LLC

He is a veteran litigator and advocate in both trials and arbitrations. He has tried numerous cases in both

federal and state courts. Brent’s concentration is in business litigation, including both domestic and

international arbitrations. He has experience in the defense of complex business matters, including class

actions and Multi District Litigation.

Brent is a member of the American Arbitration Association (AAA) Domestic Panel of Commercial

Arbitrators and a member of the International Center for Dispute Resolution (ICDR) International

Panel of Arbitrators. He is presently the President Elect of the Atlanta International Arbitration Society

(AtLAS), a Vice Chair of the United States Council for International Business (USCIB) Southeastern

Arbitration Subcommittee and Chair of the South Carolina Bar International Committee.
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