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Internet Piracy of Television 

Content: Deploying The Federal 

Communications Act



 Attorneys Raymond J. Dowd and Hardin P. 

Rowley are part of an anti-piracy team that 

recently succeeded in applying the Federal 

Communications Act of 1934 for the first 

time to the new IPTV technology in the 

Southern District of New York. 
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June 16, 2020 Panorama Judgment
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Summary

 In the age of cord-cutting, internet television has exploded, piracy along with it. According to 

industry estimates at least six to ten percent of North American television viewing is 

pirated. The cost to content owners, the television industry and broadcasters is 

tremendous. IPTV pirates brazenly sell subscription packages with 200 channels and 2000 

title on-demand movie libraries for as a little as $25.00 per month. In an age of costly 

unbundling with Netflix, Hulu, Disney+, Peacock, HBOMAX, and Amazon Prime, IPTV 

pirates create unbeatable illicit bundles.

 The Federal Communications Act of 1934 (“FCA”) combined and organized federal regulation 

of telephone, telegraph, and radio communications. FCA Section 605(a) prohibits persons 

who transmit or receive wire or radio communications from divulging 

such communications except to authorized persons. Violations carry statutory damages 

ranging from $1,000 to $10,000 each, with mandatory attorneys fees and costs. Recent cases 

have applied the FCA to internet television distribution originating as satellite transmissions.

 The FCA also prohibits the importation, manufacture, sale, or distribution of a device with the 

intent to use it in any activity prohibited by § 605(a). Statutory damages range from a 

minimum of $10,000 per device to a maximum of $100,000 per device, with mandatory 

attorneys fees and costs. 

 Join us to learn: how the technology works ,how the case law has been applied to internet 

television technology, what this means for content owners, the television industry, 

broadcasters and consumers proactive measures to limit potential piracy 
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Goals of CLE 

 Learn how to use public resources and 

litigation tools to discover the identify of an 

IPTV pirate

 Obtain Personal jurisdiction over an IPTV 

pirate

 Learn how an old law, Section 605 of the 

Federal Communications Act, was used to 

obtain a $12.7 Million Judgment against that 

IPTV pirate
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FCA Violations-

Unmasking An Anonymous Blogger



IPTV/OTT

 Internet Protocol Television is a service that delivers 

television programming over Internet Protocol 

networks.

 Over the Top is a streaming media service offered 

directly to viewers via the Internet

 OTT bypasses cable, broadcast, and satellite television 

platforms

 Two-way data stream between provider and user

 Examples of licensed OTT providers: Netflix, Hulu, 

YouTubeTV
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IPTV/OTT Piracy 

 Unlicensed IPTV/OTT range from slick 

legitimate looking providers with websites to 

pirates offering  login information for a price 

on Reddit or a Facebook page

 User can stream on pirate website, Smart 

TVs, STBs connected to a TV, and Phone 

Apps

 Often use open-source software to create a 

service platform 

www.dunnington.com



Sandvine: 6.5% of Households Use 

Pirated Content

 Sandvine: 2017 Global Internet Phenomena, 

Spotlight: Subscription Television Piracy 
https://www.sandvine.com/hubfs/downloads/archive/2017-global-

internet-phenomena-spotlight-subscription-television-piracy.pdf
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https://www.sandvine.com/hubfs/downloads/archive/2017-global-internet-phenomena-spotlight-subscription-television-piracy.pdf


Scope of IPTV Piracy 

⚫ Estimates lost revenue of $840 million to 

$4.2 billion per year  See Sandvine  2019 

Subscription Television Piracy, Sandvine 

Global Internet Phenomena Spotlight

⚫ https://www.sandvine.com/blog/the-video-tsunami-continues
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IPTV End User 

 Pays a monthly/yearly subscription for access 

to unlicensed content

 May make a one-time payment to purchase a 

plug-and-play STB that comes fully loaded 

with media software to view content 

 Low price to view foreign programming is 

appealing
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Russian Language IPTV End User 

 The audience for the pirated 

programming tended to be in Brooklyn, 

NY as part of diaspora from former 

Soviet Union

 Providers opened up retail and service 

shops in New York too

 Identified One Potential Pirate as 

Panorama TV 
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What is mypanorama.tv? 
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Panorama is a Suspected IPTV Pirate 
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Channel One Viewable on Panorama 

Website
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Who is mypanorama.tv? 
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Is Panorama.tv Just a website?
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Where is mypanorama.tv? 
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 1701 Ave Z 

Brooklyn, NY



Who is Alex Yenavour?

 Complaint filed February 6, 2019

 March 16, 2016. Process server served “Alex 

Yenavour” at 1701 Ave Z in Brooklyn, NY

www.dunnington.com



Default Motion 

 Panorama never filed a responsive pleading

 Filed motion for default judgment on May 12, 

2016.

 May 13, 2016, Alan Fraade, Esq, files notice 

of appearance on behalf of Panorama TV.

www.dunnington.com



May 20, 2016 Fraade Letter 
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May 27, 2016 Fraade Letter 
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Who is David Zeltser?
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Who is David Zeltser?
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Panorama Alliance, LP
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Panorama files MTD Under 12(b)(6)

 August 25, 2016

 Broadcasters Opposed and requested 

jurisdictional discovery 

 Panorama’s contacts with NY

⚫ Presence 

⚫ Commercial website 
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Who is David Zeltzer?
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Something is Not Right…

 Balance what seems like a fraudulent 

declaration with respect for opposing counsel 

 We asked Panorama’s counsel for an 

explanation and were told the different 

Zeltser spellings was a typo.
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Court Granted Jurisdictional 

Discovery

 Broadcasters serve RFPs and Interrogatories 

 Panorama produces no additional documents

 Independent Investigation 
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Court Grants Jurisdictional Discovery
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Investigation Resources 

 Google

 Westlaw People Search and Company 

Investigator

 Department of State Corporation Search 

 Subpoenas of third parties  

 Companies House 

 Luck
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Who is Asaf Yevdayev?
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Who is mypanorama.tv? 
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Domains by Proxy Registration: Asaf 

Yevdayev
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March 30, 2017:

Court Finds Personal Jurisdiction 
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What Does a Pirate Need? 
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• Source of Programming 

• Transcoder

• Content delivery network 

• Middleware

• Website 

• Set-top boxes

• Web based player/app



What is IPTV/OTT? 
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Fact Discovery 

 Three Depositions & multiple document 

productions to Discover:

⚫ Bank records showing payments for 

Programming 

⚫ Payments to provider that transcoded content and 

provided middleware

⚫ Payments to customer support services

⚫ Panorama had between 1600-4200 Subscribers
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Paying for Source of Programming
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Panorama’s Service Provider 
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Setplex Payments
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Setplex Services
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https://setplex.com/en/why-setplex.html
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Setplex Services
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Distribution of IPTV Services 
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June 16, 2020 Panorama Judgment
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Recent FCA Devlopments

 47 U.S.C. § 605(e)

 OTT Access Codes = Device?

 DISH Network, LLC v. Henderson, No. 

519CV1310MADATB, 2020 WL 2543045, 

at *4 (N.D.N.Y. May 19, 2020)
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$12.7 Million v. $4.2 Billion
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Copyright Act and Federal Communications 

Act 

(It’s Time to Think Inside The Box)
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IPTV Device/Software Litigation



 

New Help For Copyright Lawyers? How The Federal Communications Act Should 

Transform Television Antipiracy Strategies In The IPTV and OTT Era 

 

Raymond J. Dowd 

Dunnington Bartholow & Miller LLP 

 

Copyright lawyers may soon be dusting off an old antipiracy tool. Using a descrambler 

box to steal cable television became largely a thing of the past when the Federal 

Communications Act of 1934 (the “FCA”) was deployed.  With the growth of IPTV as a revenue 

source and a corresponding rise in Pay TV piracy, and in light of a recent court decision applying 

this powerful law to new technology suggests that counsel for television broadcasters and 

content owners should work with outside counsel to rethink antipiracy strategies. 

 

As new technologies for delivering television and video content over the internet emerge, 

so too do piracy methods and depriving broadcasters and content owners of revenue.  Piracy is 

traditionally expensive and difficult to identify and police. Law and policing methods have a 

hard time keeping up with changes in technology and with tech-savvy pirates.  Many content 

owners have been frustrated with the cost, delay and burdens associated with the Digital 

Millenium Copyright Act (“DMCA”).  Pirates have moved offshore, frustrating team of lawyers 

in multiple jurisdictions. A recent Sandvine report found that 6.5% of all U.S. households access 

illegal television-streaming services every month.1    Now that television viewers are cancelling 

traditional cable and satellite subscriptions in favor of streaming services, it is critical that 

content producers develop new methods to counteract online piracy to avoid losing revenues.    

 

The Federal Communications Act provides for statutory damages and mandatory legal 

fees.  Our team won a recent victory by successfully applying the FCA to IPTV technology for 

the first time.  Our winning strategy suggests that broadcasters and content owners should 

consider adopting nimble, cost-efficient antipiracy strategies to maximize revenues.  

 

A. Infringers Have Taken Advantage Of The Regulatory Gap And Are Using 

Emerging Technologies To Violate Content Producers’ Rights 

 

Content producers are afforded the exclusive right to perform their works publicly under 

the Copyright Act, which includes the right to control the transmissions of copyrighted material. 

Many content producers have successfully litigated against infringers who can be located or who 

can be shut down through traditional methods.2  Those online infringers who have sought to 

apply novel legal arguments to internet retransmissions have failed.3  However, with new means 

of stealing television content emerging in the internet age, content owners should look to 

 
1 Sandvine Report, 2017 Global Internet Phenomena Spotlight: Subscription Television Piracy (Oct. 27, 2017), 

https://www.sandvine.com/hubfs/downloads/archive/2017-global-internet-phenomena-spotlight-subscription-

television-piracy.pdf. 
2 Am. Broad. Companies, Inc. v. Aereo, Inc., 134 S. Ct. 2498, 2502, 189 L. Ed. 2d 476 (2014) citing 17 U.S.C. § 

106(4). 
3 Fox Television Stations, Inc. v. FilmOn X LLC, 150 F. Supp. 3d 1, 31 (D.D.C. 2015). 



establish antipiracy strategies to combat piracy operations that may be difficult, expensive or 

unwieldy to enforce through claims brought under the Copyright Act, DMCA or Lanham Act.  

 

Recently developed technologies including over-the-top or “OTT” delivery methods and 

internet protocol television (“IPTV”) enable streaming content to be delivered without the need 

for a traditional cable or satellite provider.4  Accordingly, infringers operating around the world 

have been quick to capitalize from these largely unregulated technologies in the United States 

and elsewhere.5  Among other things, infringers are using set-top boxes (“STB”) that are pre-

loaded with apps enabling consumers to easily access software that enables end-users to access 

pirated content broadcast over the internet.   

 

Notice and registration provisions of the Copyright Act and safe harbor provisions of the 

DMCA have provided significant hurdles for broadcasters seeking to counteract OTT and IPTV 

piracy.  Further complicating the circumstances for content providers is the fact that OTT piracy 

may originate in a foreign jurisdiction leaving providers and their counsel struggling with how to 

tailor anti-piracy efforts to target offshore entities profiting from new technology.6   

 

Rather than wait for law enforcement to act, content providers should consider deploying 

existing legal tools to combat pirates and increase revenues.7  One potential source of relief is the 

Federal Communications Act of 1934, 47 U.S.C. § 151 et seq., (“FCA”), which focuses more on 

how content is acquired as opposed to the Copyright Act which requires formalities, such as 

registration, to successfully assert a claim or qualify for statutory damages and attorneys’ fees. 8  

The FCA prohibits unauthorized distribution of a satellite or radio communication.  By 

establishing theft, unauthorized distribution of a signal or trading in devices like STBs that 

enable infringement, a content producer may be able to quickly and effectively target infringers 

as well as those that aid and abet them such as payment processors as well as equipment and 

software providers from whom judgments may be enforced.   

 

 
4 As determined by one federal court, “‘IPTV’ is the electronic delivery of video programming via internet protocol 

over a service provider's infrastructure—such as AT & T's ‘U-verse.’ ‘OTT’ is the delivery of video programming 

using an internet connection that is not owned, managed, or operated by the party delivering the programming—i.e., 

Netflix.”  China Cent. Television v. Create New Tech. (HK) Ltd., No. CV 15-01869 MMM MRWX, 2015 WL 

3649187, at *1 (C.D. Cal. June 11, 2015).   
5 Traditional cable and satellite providers are “multi-channel programming video distributor” as defined by the 

Federal Communications Commission (“FCC”).  47 C.F.R. § 76.1000. 
6Article 29 Working Party publishes Opinion on review of E-Privacy Directive, Practical Law UK Legal Update 3-

631-6346 
7Ownership of the patents underlying OTT technology were filed in the District of Delaware in 2014 and, after 

transfer to the Northern District of California and summary motion practice, the claims were settled.  OpenTV, Inc. 

v. Netflix, Inc., No. CV 12-1733 (GMS), 2014 WL 1292790, at *1 (D. Del. Mar. 31, 2014); OpenTV, Inc. v. Netflix 

Inc., 76 F. Supp. 3d 886, 889 (N.D. Cal. 2014) 
8Fox Broad. Co. v. Dish Network L.L.C., 747 F.3d 1060, 1067 (9th Cir. 2014) citing Cartoon Network LP v. CSC 

Holdings, Inc. (“Cablevision”), 536 F.3d 121 (2d Cir.2008) (affirming denial of preliminary injunction because the 

end user creates the copy and Fox could not establish direct copyright infringement and Fox did not own the 

copyrights in the advertisements being skipped and could not prove a likelihood success for secondary copyright 

infringement).  A motion to compel discovery concerning Dish Network’s efforts to create an OTT network was 

previously denied by the district court.  Fox Broad. Co., Inc. v. DISH Network, L.L.C., No. CV 12-04529-DMG 

(SH), 2014 WL 12558792, at *1 (C.D. Cal. July 30, 2014). 



B. The FCA Is Applied By The Southern District of New York To IPTV/OTT 

Infringement 

 

The Federal Communications Act of 1934 has long been utilized to combat theft of 

television signals.  For instance,  the FCA was used in the 1990s and early 2000s as a very 

powerful tool against consumers stealing cable services through descrambling boxes and other 

devices.9   The FCA includes powerful anti-piracy provisions against infringers and against those 

using a mechanical device to make unauthorized retransmission.  The FCA authorizes private 

rights of action; authorizes the recovery of actual or statutory damages and permits the Court to 

enhance damages by up to $100,000.00 per violation in cases of willfulness.  47 U.S.C.A. § 

605(e)(3) and (4).  Our legal team is the first to apply the FCA to OTT and IPTV.     

 

A 2017 case decided by the Southern District of New York suggests that tried-and-true 

strategies used in pursuing cable television thefts may be viable in the era of OTT and IPTV.10  

Specifically, Judge Barbara Moses found: 

 

I conclude that the third sentence of § 605(a) does not require pleading or proof that the 

defendant intercepted a satellite transmission or other radio communication. The statute 

reaches the unauthorized retransmission of a signal that originated as a satellite 

transmission, even when it is thereafter received or transmitted over the internet.  

 In applying the FCA to IPTV delivered by OTT, the Court looked to older cases that 

applied existing laws to novel means of infringing television broadcasting.  Id. citing Int'l 

Cablevision, Inc. v. Sykes, 997 F.2d 998, 1008 (2d Cir. 1993) (“The term ‘radio communication,’ 

as used in the Communications Act, has long been understood to include satellite 

transmissions.”)  This lone decision suggests that the FCA may be an effective tool to use against 

those infringers hiding behind OTT and IPTV technology.   

 

C. Content Producers Should Establish Anti-Piracy Policy Using Various Methods of 

Prevention 

 

Telltale signs of piracy include (i) the availability of channels that are exclusively 

licensed to another provider or not available on a given jurisdiction; (ii) the advertising of “free” 

or below market prices; (iii) the need to purchase separate hardware; (iv) the need to download 

or install software to view the content; (v) required prepayment of subscription fees; (vi) 

provider’s use of “virtual offices” that often house many entities; (vii) inefficient payment 

 
9Int'l Cablevision, Inc. v. Sykes, 75 F.3d 123, 133 (2d Cir. 1996) (applying FCA to cable descrambling devices); 

DIRECTV, Inc. v. Bates, 393 F. Supp. 2d 147, 150 (N.D.N.Y. 2005) (applying FCA to “pirate access devices” or 

PAD and awarding statutory damages including attorneys’ fees.  

 
10Joint Stock Co. Channel One Russia Worldwide v. Infomir LLC, No. 16-CV-1318 (GBD) (BCM), 2017 WL 

696126, at *7 (S.D.N.Y. Feb. 15, 2017), report and recommendation adopted sub nom. 2017 WL 2988249 

(S.D.N.Y. Mar. 27, 2017).  

  

 



methods such as the requirement of payment in person or over the phone; (vii) low-image and 

sound quality; and (vii) last but certainly not least, the origination of the source signal.   

 

One of the most important aspects of developing a strong anti-piracy and litigation 

strategy is for content providers to choose an experienced team of lawyers, paralegals and 

investigators to implement a cost-effective strategy.   

 

There are a number tools that content providers can use to combat piracy. As part of a 

comprehensive anti-piracy campaign, content producers should consider pursuing entities 

selling, importing, or manufacturing the STBs or other infringing devices.  According to the 

Sandvine report, almost 95% of illegal television streaming is completed by using STBs from 

only a few foreign manufacturers.  These often poorly engineered boxes continuously stream the 

illegal content unless the box is physically turned off, which Sandvine found could lead to users 

using around 1 terabyte of “phantom bandwidth” a month.   

 

Other possible tools to combat piracy include pursuing (i) sources of the infringing code 

such as web-portals and domain registrars; (ii) payment processors involved with the illegal 

transaction; and (iii) other accomplices such as local STB distributors.  Traditional enforcement 

methods relied on by Copyright holders such as cease-and-desist letters targeted at app stores, 

payment processors and content distribution networks (“CDNs”) may be considered as part of an 

anti-piracy plan.  Emerging technologies may help in a content producer’s initiative to combat 

piracy.  Developing a good rapport with in-house investigators and outside counsel can make the 

difference between a costly endeavor that yields no results or a proactive measure that increases 

revenues, gaining positive attention from the C-Suite.  

 

D. Conclusion 

 

As the cord-cutting movement kicks into high gear in 2018, content providers should 

wake up to loss of revenues from television and video piracy.  In-house counsel should consider 

adopting strategies to combat content piracy of waiting.  Using the FCA to supplement existing 

enforcement measures may lead to powerful results.   

 

 

    Raymond J.  Dowd 
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