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A brief history

HISTORY OF THE CCPA ®

California Consumer Privacy
Act (CCPA) proposed

Activist and San Francisco real
estate developer Alastair
Mactaggart proposes baliot
initiative to change California
privacy laws under tile California
Consumer Privacy Act. The Actis
generally opposad by the
technology community,

T

O

Facebook withdraws
opposition to the CCPA
Following the testimony of Mark
Zuckerberg to 3 joint hearing of
the Senate Judiciary and
Commerce Committzes on the
Cambridge Analytica scandal,
Facebook withdraws its
opposition to the CCPA,

CCPA is placed on the
November ballot

Californians for Consumer Privacy
announced that it had obtained
sufficient signatures to place the
CCPA on the November ballot.
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A brief history

Proposal is passed
unanimously in the Senate
and Assembly

Comments in the legislative history
make clear that the bill was
intended as a "legislative effort to
reach an agreesment” in order to
avoid the ballot initiative.
condition for going into force, the
legislature required that the ballot
initiative be withdrawn. Authors of
the legislation recognized that
additional amendments may be
needed to “correct errors in the
drafting of this legislation” and to
clarify areas of ambiguity.

B
S a

CCPAis rushed to
consideration

The California Senate resurrects
an inactive propoasal on consumer
privacy and rushes it to
consideration.

ll“lllllllllllllllllllll

CCPA amended
After criticism from consumer
groups, business groups, and the
Office of the Attorney General the
CCPA is amended to clarify how it
interacts with federal privacy
laws, and strengthen the ability
for consumers to bring lawsuits,

e
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A brief history

CCPA amended

Sept. 2019:
AB 25 delays some rights as to employees
AB 874 madifies definition of personal information.
AB 1146 exempts motor vehicle records
AB 1202 requires registration of data brokers
AB 1355 modifies financial incentive exception;
delays some rights as to business contacts
AB 1564 scales back methods of submitting data
subject requests for eCommerce only businesses

Attorney General Proposed Regulations

October 11, 2019
No exemptions for adTech
No clarification concerning the extent to which
cookies are / are not personal information.
No clarifications concerning the implications of
the CCPA on behavioral advertising
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Scope of the CCPA

» Applies extraterritorially to all entities that do “business in the state.”

gooooooo
oooo

oooo

ooooooo

« Exempts some small businesses, such that it only applies if:

2‘58@%&;; $25m+] G os

Buys, sells or shares _ Derives 50% of its annual
personal information of Gross revenue is revenue from sharing
50,000 consumers or devices : greater than $25 Million ! personal information
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Scope of the CCPA - Effective Dates

January 1, 2020 Date most provisions became law, and
plaintiffs could begin to seek money for
data breaches

July 1, 2020 Date the Attorney General can first bring
enforcement actions.

January 1, 2021 Date all CCPA provisions apply to
employees, independent contractors, and
business contact information.
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Scope of CCPA - Whatis “Personal Information”?

“Personal Information” means information that identifies,
relates to, describes, is capable of being associated with,
or could reasonably be linked, directly or indirectly, with a
particular consumer or household.

Personal information includes, but is not limited to, the
following:

(A) ldentifiers such as a real name, alias, postal address,
unique personal identifier, online identifier, Internet Protocol
address, email address, account name, social security
number, driver’s license number, passport number, or other
similar identifiers... (on and on) CCPA 1798.140(0)(1)
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CCPA compliance programs

Core Requirements Functional Policies and Procedures
Notices to Data Subjects g 2
(CCPA §1798.100(b)) 1. Privacy Notices.
Right to Access Data :
(CCPA § 1798.100(a)) 2. Data Subject Request Protocols.
2
< Right to Be Forgotten
= (CCPA § 1798.105)
3 3. Selling Practices.
3 Right to Opt-Out of Sale of
g Information
(CCPA § 1798.115(d), 1798.120)
Right to Receive Services on 4. Written Information Security Program (“WISP”).
Equal Terms
(CCPA § 1798.125(a)(1))
Financial Incentive Disclosure 5. Incident Response Plan (“IRP”).
(CCPA § 1798.125(b)
Appropriate Data Security to
Z Safeguard Information 6. Third Party Vendor Management.
=]
§ CCPA 1798.150(a)(1) (statutory damages and
private right of action if not properly secured).

Contractual Requirements in Service 7. Cookie Banner and Cookie PO“CV.

Provider Agreements
(Not expressly required, but provisions
recommended to aid company in compliance
with other obligations)

Service
Providers

8. Cyber Insurance.

Consent obtained prior to online
collection of information through
the use of cookies
(CCPA § 1798.140(t)(1))
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CCPA compliance program

(outward facing components in bold)

10

Individual Rights

H Security ‘ ‘

Service
Providers

Cookies

Core Requirements

Notices to Data Subjects
(CCPA §1798.100(b))

Right to Access Data
(CCPA § 1798.100(a))

Right to Be Forgotten
(CCPA § 1798.105)

Right to Opt-Out of Sale of
Information
(CCPA § 1798.115(d), 1798.120)

Right to Receive Services on
Equal Terms
(CCPA § 1798.125(a)(1))

Functional Policies and Procedures

1. Privacy Notices.

2. Data Subject Request Protocols.

3. Selling Practices.

4. Written Information Security Program (“WISP”).

Financial Incentive Disclosure
(CCPA § 1798.125(b)

Appropriate Data Security to
Safeguard Information

CCPA 1798.150(a)(1) (statutory damages and
private right of action if not properly secured).

5. Incident Response Plan (“IRP”).

6. Third Party Vendor Management.

Contractual Requirements in Service
Provider Agreements
(Not expressly required, but provisions
recommended to aid company in compliance
with other obligations)

7. Cookie Banner and Cookie Policy.

Consent obtained prior to online
collection of information through
the use of cookies
(CCPA § 1798.140(t)(1))

8. Cyber Insurance.
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Benchmarking Analysis

11

BCLP randomly sampled 10% of the Fortune 500 (the
“Sample Population™).

Clients of BCLP’s Data Privacy and Security practice
accounted for 4% of the Sample Population.

The outward facing privacy representations and
practices of the Sample Population were examined on
January 2, 2020. Subsequent analysis (not discussed in
this PPT) was done in February of 2020 to identify any
significant changes.

In situations in which a company had more than one
online presence or online notice, the “online” privacy
notice (if one was so described) was reviewed.
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Privacy Notices (background)

There were several laws in the United States that required
companies to provide an information notice or a privacy

policy:

GLBA HIPAA FERPA
State Laws
State Laws Concerning Online
COPPA Concerning Collection of
Collection of SSN Information

BRYAN
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Privacy Notices (background)

How did the CCPA change existing law?

US federal | vost us GDPR CCPA
laws state laws
BUSINESS REQUIREMENTS
X
Applies to a broad range of companies and % v v
not limited to distinct industries e.g. finance
V)
Applies to the collection of personal X v v
information online and offline
Provide detailed information on how they
use and process the personal information they collect 0O X v v
Notify individuals about a right to access information they 0 % v v
hold about them
Notify individuals about a right to have their information 0 % v v
deleted
Incluc_je a ‘Do n(?t sell my personal information’ link on % % % v
websites and privacy notices
Describe by “enumerated category” the information that % % % v
they share with service providers
Describe by “enumerated category” the information that % % % v BRYAN
13 they share with service providers LEIGHTON D
PAISNER KJ_




Privacy Notices (background)

Summary of CCPA requirements / best practices:

- Update privacy notice to include rights of Californians to
access their personal information and delete their
personal information.

» Disclose whether the company collects 13 specific data
categories called the “enumerated categories.”
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Privacy Notices (benchmarking)

Has the company privacy notice
been updated for the CCPA?

120% -~

100% -

80% - The majority of companies
60% - updated their privacy notices for
10% - the CCPA.

20% -

0% -

Fortune 500
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Privacy Notices (benchmarking)

Benchmarking age of privacy notices

Average days since last

privacy notice update
200
180 175
160
140
120 Privacy notices are, on average,
100 less than six months old.
80
60
40

20

Fortune 500
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Privacy Notices (benchmarking)

Size of privacy notices
12000 - 10,986

10000 -
8000 -

6000 -

3,912

Word count

4000 -

2000 -
88

Longest Privacy Notice Average Size Shortest Privacy Notice

M Fortune 500
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Privacy Notices (benchmarking)

Disclosure by "enumerated category’

120% -
100% -

] - Privacy notices that reference
80% - disclosed, 38%

enumerated categories are
predominantly using tables to
convey information.

60% -

40% -

20% -

0%

Fortune 500
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Data Subject Requests (Background)

Access
Personal
Information

HIPAA
FERPA
GDPR
CCPA

Opt-Out of Delete
Sale of Personal
Information Information
: COPPA
~GLBA (sharing) . . Ca Eraser Button Law
~Cal Financial Info Privacy Act (Sharing)
COPA GDPR

19

CCPA
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Data Subject Requests

Summary of CCPA requirements / best practices:

- Offer Californians the ability to access their personal
Information

- Offer Californians the ability to delete their personal
iInformation.

- If a company sells personal information, offer
Californians the ability to opt out of that sale.

* For most companies, include a toll free number to submit
a request and an email address (or online portal)

BRYAN
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Data Subject Request (Benchmarking)

120% -

100% -

80% -

60% -

40% -

20% -

0% -

21

Disclosure of access and
deletion rights

Most companies offer access and
deletion rights.

Fortune 500
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Data Subject Request (Benchmarking)

120% -

100% -

80% -

60% -

40% -

20% -

0% -

22

Disclosure of access and
deletion rights

Most companies offer access and
deletion rights.

Fortune 500
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Data Subject Requests (Benchmarking)

Among companies that disclose the sale of
information, what percentage offer a
"do not sell" option?

120% -
100 Those companies that are
disclosing the sale of
information are complying with
the CCPA’s requirement to
provide a “Do Not Sell” option.

80% -

60% -

40% -

20% -

0%

Fortune 500

BRYAN
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Data Subject Requests (Benchmarking)

Other data points:

« Most companies complied with the requirement to offer a
“toll free” number.

» A large percentage of companies decided to use online
request submission pages / tools.

- About 50% of companies retained a third party to host
their data subject request page and track incoming
requests.
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Selling Practices (background)

* Under the CCPA a business must disclose whether it sells personal information.

« Selling is broadly defined to include more than just receiving money for
information:

(1) |FAQs| “Sell, "selling, “sale," or “sold, means selling, renting, releasing, disclosing,
disseminating, making available, transferring, or otherwise communicating orally, in writing,
or by electronic or other means, a consumer’s personal information by the business to
another business or athird party for monetary or other valuable consideration.

« If data is sold, then the business must:
» Disclose by “enumerated category” each type of data sold.
* Post a “Do Not Sell My Personal Information” link on their website and
privacy notice.
« Honor requests for information not to be sold.

BRYAN
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Selling Practices (Benchmarking)

120%

100%

80%

60%

40%

20%

0%

26

Disclosure of sale of
personal information

Silent or
ambiguous,
30%

Fortune 500

The majority of companies state
that they do not sell personal
information.

30% of privacy notices are silent or
unclear about selling practices.
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Selling Practices (Benchmarking)

Selling disclosures differ remarkably, however, between and among industries

Disclosure of sale of personal information

120% - Retailers that had

previously been silent
e about whether they “sold”
information, are now
disclosing that they do
“sell” as that term is
defined under the CCPA,
and disclosing at a rate
that is 6X that of the
Fortune 500.

100% -

Silent or
i 0,
80% - ambiguous, 30%

60% -

40% -

20% -

0% -

Fortune 500 Retail BRYAN
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Selling Practices (Benchmarking)

Is a "do not sell" option provided by
the company (e.g., on website,
privacy notice, or otherwise)?

105% -

100% - o ]
The vast majority of privacy

notices do not include a
“Do Not Sell” option.

95% -

90% -

85% -

80% -

75% -

Fortune 500

BRYAN
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Selling Practices (Benchmarking)

Among companies that disclose the sale of
information, what percentage offer a
"do not sell" option?

120% -+

100% -
Even among companies that
say they “Sell’” information
including the Do Not Sell link is
not uniform.

80% -

60% -

40%

20% -

0%

Fortune 500
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Selling Practices (Benchmarking)

Among companies that offer a
do not sell option,
the mechanism utilized

Device-specific
and browser-
specific cookie
preference
center
13%

User should
manually block
cookies

0%

Request must

be sent by
Appears to set email
Data subject user ( bl
resuma
request form preference in a nz impact o»rl1
in conjunction cookie; not dl p:c
) ’ advertisin
with NAI/PAA clear whether cookies)g
opt out link it adheres to 13%
12% 3%
IAB standard

12%

30

No single standard has
emerged for effectuating a “Do
Not Sell request.”
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Selling Practices (Benchmarking)

Other observations:

« There is not a perfect correlation between companies that
disclose the sale of personal information, and those that
include a “Do Not Sell My Personal Information” link.

« Some companies disclose the sale of information and do not
include the link.

« Other companies disclose that they do not sell personal
information, but do include the link.

« Some companies are “geofencing” their Do Not Sell My
Personal Information link.

BRYAN
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Cookie Notice and Cookie Policy

(1) |FAQs| “Sell, “selling, “sale, or “sold," means selling, renting, releasing, disclosing,
disseminating, making available, transterring, or otherwise communicating orally, in writing,
or by electronic or other means, a consumer’s personal information by the business to
another business or athird party for monetary or other valuable consideration.

BRYAN
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Cookie Notice and Cookie Policy

Third party advertising cookies, tags, and pixels form the core of modern online
behavioral advertising and are deployed by media publishers, and advertisers
alike: e resing e ¢ (B

New Cars, Trucks, SUVs 8 Hybric X m Las Vegas News | Breaking News X [ + i

& G ¢ — Cookies in use

C k = e

OOKIes In use Allowed Blocked
Tovota | = &
B Allowed Blocked . ; r . .
“ NEWS LOCAL spo| Thefollowing cookies were set when you viewed this page LIFE
The following cookies were set when you viewed this page ¥ doubleclick.net &
v Cookies lo By
ALTERNATIVE F| | » cemdexnet A & s B

& ok M C‘

m

VEHICLES » dpm.demdex.net

¥ facebook.com

v doubleclick.net
i i it P www facehnok.com v Df N(
Explore our Hybrid, Plug-in K v [/l Cookies
Fuel Cell Electric lineup. Noj @& e
. i e M. IDE
enhanced Hybrid Battery Wz e
2020 models. 5 Content -wWYT2B7UShSuKWMdrZ1KWE00fVborFSnolul LE29
Name IDE -
| Domain doubleclicknet
Content 1-wYT2B7USh5uKWMdrZ1KW600fVborFSnolulle2? Path
EXPLORE LINEUP i
Domain doubledlick.net Send for Any kind of connection
( WARRANTY DETA".S‘ Path Created Monday, October 21, 2019 at 4:44:43 PM
Send for Any kind of connection Expires Wednesday, October 20, 2021 at £:44:43 PM
Created Monday, October 21, 2019 at 4:44:43 PM
Expires Wednesday, October 20, 2021 at 4:44:43 PM Block Remove m
SPONSORED BY POWERED

Remove LEIGI—({;['%/E] "
S N __E PAISNEREIJ_D



Cookie Notice and Cookie Policy

(Benchmarking)

Use of advertising cookies varies greatly among the Fortune 500

Greatest Smallest Quantity | Average Quantity
Quantity

0 8.1
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Cookie Notice and Cookie Policy

(Benchmarking)

There were at least 16different approaches to compliance concerning the
use of behavioral advertising cookies. The options illustrated a wide range of differer
risk tolerances
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Cookie Notice and Cookie Policy

(Benchmarking)

Examples on the low and high end of the risk spectrum:

37

Option 1:

Stop Deploying all
Non-Service Provider Cookies
to All Users
[LOWEST RISK]

Pros:

Full compliance with EU
(GDPR and ePrivacy).
Full compliance with
CCPA.

No need to post "Do Not
Sell” link.

Can solicit consumer for
consent at anytime.
Would mean that no
cookies attach to
California users
regardless of what IP
address they use (e.g.,
whether the yare
traveling).

Pros:

Cons:

Potential appearance of
compliance by putting the “Do
Not Sell” link on website.

In some industries (e.g.,
Retail) adding the “Do Not
Sell” link may be the majority
position.

Admission that adTech
cookies constitute the “sale”
of information.

Arguably violates the CCPA by
failing to effectuate opt-out
request in relation to cookies.
Potential class action
deception arguments within

7~ _1*Cc _ v o
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Cookie Notice and Cookie Policy

(Benchmarking)

Use of a cookie notice, and the type of cookie notice used,
also appears to be impacted heavily by differing standards
between and among industries:

Fortune 500 Rank =¥ Quantty of behavioral advertising cookies on their website based upon Ghostery? -

CoumatCompaetine Use of Cookie Notices and Cookie Banners by Industry

Fortune 500 Analysis
100% . I I
. | = I
80%
70%
60%
S0% no, 100.0c 100 0w, 108 0% no, 108.0%
3%
.. e no, 5%
a0% | 2 i N 0,
no, B87%
30% no, 0% no, Es% o, B35 o, @ll0%
no, Sllo% no, @llos no, Sllo%
205 N0 SRI% e
no,
1o o, 7%
0%
& & & & & & ) NN q»\ > d_@ e
MW & % *’o 3 & <& &
& & & & &Fox & ¢ & e &
&8 S & ‘5&
o & &
& &
& o # &
P & e‘& ¢ dm“o
vsd“ L o

Are they deploying a cookle banner? =
mno ®Yes-Assertion of deemed consent from use = Yes - Notice only Yes - Opt in consent (functioning) = Yes - Opt in consent (non-functioning) = Yes - opt out (no preference center] = Yes - Opt out preference center Yes - opt out preference center (not fully functional) (blank)

BCLP Survey Populations =

BRYAN
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Cookie Notice and Cookie Policy

(Benchmarking)

Deployment of cookie notice on
homepage

Yes -
assertion of
deemed
consent
Yes - notice
only
Yes - opt out . 4%
consent / Yes-optin Yes - optin
preference consent consent
center (n'on-. (functioning)
2% functioning) 2%

4%

39

Most companies are not
deploying a cookie notice or
banner.

Those that do are split in terms
of whether to use an opt-in,
notice, or deemed consent
banner.
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David Zetoony
Partner
Chair, Data Privacy & Security Team

Bryan Cave Leighton Paisner LLP
Boulder, Colorado
202 508 6030
David.Zetoony@bclplaw.com

David Zetoony is the leader of the firm's global data privacy and security
practice. He has extensive experience advising clients on how to comply with
state and federal privacy, security, and advertising laws, representing clients
before the Federal Trade Commission, and defending national class actions.
He has assisted hundreds of companies in responding to data security
incidents and breaches, and has represented human resource management
companies, financial institutions, facial recognition companies, and consumer
tracking companies before the Federal Trade Commission on issues involving
data security and data privacy.
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