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The Cyber Security Market

2004 - $3B

2015 - $75B

2018 – $114B

2019 - $124B

2025 ~ $300B - $1T

Drivers

Actual and Perceived Heightened Security Risks

Regulatory Compliance

Customer/Client Expectations



Bad News…IT Won’t Work
(at least, not always)

University of Maryland A. James Clark School of Engineering Study (2007)

• Computers studied attached 2,244 times/day (every 39 seconds)

• Brute force attacks – software that attacks large numbers of computers by
guessing the most common usernames and passwords (“dictionary scripts”)

• Top usernames: (1) Root; (2) admin; (3) test; (4) guest; and (5) info

• Forty-three percent of password guessing attempts simply re-enter the username

• Interesting side note: UMD suffered a breach in 2014 that compromised 300,000
records of faculty, staff and students

• More recently…
• Thirty-One percent of organizations have experienced cyber attacks

• Ransomware attacks are growing more than 350% annually, with successful attacks
occurring every 14 seconds at a likely total cost in 2019 of $11.5 billion

• 1 in 13 web requests lead to malware

Source: “60 Must-Know Cybersecurity Statistics for 2019,” Rob Sobers (Varonis April 17, 2019)



Cost of a data breach

NetDilligence 2018 Cyber Claims Study
1,201 claims from 2013 – 2017

Average - $603,900
Median - $61,200

IBM/Ponemon 2018 Cost of Data Breach Study
Average $3.86M

Verizon 2015 Data Breach Investigations Report
We really can’t say…





So what are you going to do about it?
Besides an intimidating eyebrow raise

✓ IT Investment

✓ Employee Training

✓ Reduce Response Time

and

✓ Transfer Risk



Don’t We Already Have It?
Maybe not in your commercial general liability policy.

• Zurich Am. Ins. Co. v. Sony Corp., No. 651982/2011 (N.Y. Supreme Court Feb. 21, 2014)

(granting summary judgment for insurer and holding CGL policy did not cover claims

arising out of 2011 hacking of PlayStation on-line services that compromised millions of

users’ personal information)

• CG 21 06 05 14 (Access Or Disclosure Of Confidential Or Personal Information And Data-

Related Liability – With Bodily Injury Exception) (excluding coverage “for injury or damage

arising out of any access to or disclosure of any person’s or organization’s confidential or

personal information, including patents, trade secrets, processing methods, customer

lists, financial information, credit card information, health information or any other type of

nonpublic information.”)

• St. Paul Fire & Marine Ins. Co. v. Rosen Millennium, Inc., 337 F.Supp.3d 1176 (M.D. Fla.

2018) (holding CGL policy did not provide defense under personal injury coverage

because unauthorized disclosure of credit card information was caused by third party

intrusion rather than by insured’s actions, thereby failing to establish a “publication” by the

insured in violation of third parties’ rights of privacy)



What About Commercial Crime Coverage?
Eh…

• Schmidt v. Travelers, 101 F.Supp.3d 768 (S.D. Ohio 2015) (granting summary judgment for
insurer because commercial crime policy’s “voluntary parting” exclusion barred coverage
for wire fraud effectuated through email impersonation of a lawyer’s client)

• Apache Corp. v. Great American Insurance Co., 662 Fed.Appx. 252 (5th Cir. 2016) (affirming
summary judgment for insurer based on interpretation of computer fraud provision as not
covering $7 million in wire transfers induced by fraudulent emails deemed “incidental” to
general fraud rather than direct cause of the loss)

• Interactive Communications International, Inc. v. Great American Insurance Co., 731
Fed.Appx. 929 (11th Cir. 2018) (granting summary judgment for insurer because although
fraudsters manipulated insured’s computer operated interactive voice response system to
cause fraudulent wires, the loss was not “directly” caused by the use of computers, as that
was the first in a multi-step process that concluded with the fraudulent wires)

• But see American Tooling Center, Inc. v. Travelers, 895 F.3d 455 (6th Cir. 2018) (reversing
trial court and granting summary judgment for insured based on interpretation of computer
fraud coverage deemed to include claims based on use of fraudulent emails to induce
insured to wire nearly $900,000 to criminal impersonating one of its vendors); Medidata
Solutions, Inc. v. Federal Insurance Co., 268 F.Supp.3d 471 (S.D.N.Y. 2017) (granting
summary judgment for insured because crime policy covered nearly $5 million wire induced
by email fraud)



D&O, E&O???

• Explicit Cyber exclusions: Increasingly excluding “privacy incidents”

• Other insurance: Provisions that bar coverage where other insurance is
applicable or that require “adequate” other insurance

• St. Paul Fire & Marine Insurance – Carrier argued unsuccessfully that the
ready and known availability of cyber insurance for data breach losses is
itself an indication that CGL policies are not intended to cover those
losses and the insured actually purchased cyber insurance since 2015-16.

• Relying on cases holding that courts should construe insurance policies
so as not to find duplicative coverage, St. Paul argued that the CGL
policies must be interpreted so as not to provide coverage for data breach
losses because the insured’s Beazley policy did provide that coverage.



The Market

• 2019 - $3-4 Billion…By 2024: $17 Billion

• Premiums – Cost Per Million of Coverage
• Drivers: Industry, Annual Revenue, Nature of Data 

• Limits - $1M - $20M/carrier, with towers into the $100 Millions
• Drivers: Industry, Annual Revenue, Nature of Data

• “How much does Cyber/Data Breach Insurance Cost?,” 

Christine Marciano (Cyber Data Risk Managers April 2018)
• Highest Revenue: A pharmaceutical benefits management company with annual 

revenues of $4B bought a policy with a $5M limit for a premium of $84,000.

• Highest Limits: A data storage center with annual revenues of $15M bought a 

policy with a $20M limit for a premium of $120,000.

• The $1M Phenomenon: 18 of 34 clients bought $1M policies. Even more 

interesting, those clients’ annual revenues ranged from $100,000 to $100M.



The Coverage

• Forensic Investigation

• Data Recovery

• Information Assets

• BEC Losses

• Breach Notification

• Credit Monitoring

• Network Business Interruption

• Network Extortion

• Public Relations/Crisis Management

• Defense and Liability

• Regulatory Investigations and Penalties



Forensic Investigation and Data Recovery

“reasonable and necessary expenses the Insured Entity incurs to 
conduct an investigation of its Computer System by a Third Party 
to determine the source of cause of the Data Privacy Wrongful Act 

or Network Security Wrongful Act.”



And If The Nerds Can’t Fix It
Information Asset Coverage

• “actual information asset 
loss…resulting directly from injury 
to information assets” that results 
from “a failure of security of your 
computer system”

• Information Asset Loss = “software 
or electronic data, including 
without limitation, customer lists 
and information, financial, credit 
card or competitive information, 
and confidential or private 
information” “that are altered, 
corrupted, destroyed, disrupted, 
deleted or damaged.”



BEC Losses

• FBI Definition: “sophisticated scam targeting both businesses and individuals performing 

wire transfer payments…[that] is frequently carried out when a subject compromises 

legitimate business e-mail accounts through social engineering or computer engineering 

techniques to conduct unauthorized transfers of funds.”

• Common examples: Emails that appear to come from a CEO or CFO directing an employee 

to pay a fake vendor and scammers posing as title insurance representatives sending last-

minute changes in wiring instructions to real estate purchasers.

• Between 2013 and 2018, BECs accounted for over $12.5 billion in reported losses globally, 

but data is limited to self-reported information received through its Internet Complaint 

Center, or IC3.

• Of these losses, there have been 41,058 incidents in the United States accounting for 

nearly $3 billion in losses. This figure represents more than half of fraud-related losses 

reported to the FBI during this five-year period.

Source: Federal Bureau of Investigation Public Service Announcement 

(July 12, 2018) 



Can’t We Just Keep This Between Us?
No. Data Breach Notification.

• Now in every state

• See

https://www.bakerlaw.com/files/Uploads/

Documents/Data%20Breach%20docume

nts/Data_Breach_Charts.pdf

• Gramm-Leach-Bliley for Financial Institutions

• Health Insurance Portability and 

Accountability Act of 1997 for Healthcare 

Entities

• EU General Data Processing Regulation 

(May 2017)



Business Network Interruption

“business interruption 

loss…which the insured 

sustains during the period 

of recovery…resulting 

directly from a material 

interruption (the actual 

measurable interruption or 

suspension of the 

insured’s computer 

system) which is directly 

caused by a failure of 

security.”



Cyberextortion/Ransomware

❖ Hollywood Presbyterian

❖ MedStar Hospitals

❖ New Jersey Spine Center

❖ Methodist Hospital 

❖ Dekalb Health

❖ Kansas Heart Hospital

❖ USC Keck and Norris 

Hospitals

❖ Marin Healthcare District

❖ Rainbow Children’s Clinic

❖ Urgent Care Clinic of Oxford

❖ Professional Dermatology 

Care

❖ Alvarado Medical Center

❖ King’s Daughter’s Health

❖ Chino Valley Medical Center

❖ Dessert Valley Hospital

❖ Ottawa Hospital

Verizon (2018)

• most prevalent form of 

malware 

• Healthcare accounts for 

85% of incidents

NetDilligence  (2018)

• 2013 – 1 claim

• 2014 – 7 claims

• 2015 – 19 claims

• 2016 – 68 claims

• 2017 – 91 claims

• Ransom Cost: Avg. $23k, 

Median $13k



Crisis Management/Public Relations

Yahoo! (2016)

Equifax (2017)

Facebook (2018)



Defense and Liability

Target - $10M

Anthem - $115M

Yahoo! - $50M…No!

Equifax Securities/Shareholder Litigation



Regulatory Investigation/Penalties

➢ Federal Trade Commission

➢ Department of Health and 

Human Services – Office of 

Civil Rights

➢ State Attorneys General

➢ Payment Card Industry

➢ EU Data Privacy Authorities

• Uber – 57M user and 600,000 

driver accounts breached - $148M 

in fines for violation of breach 

notice laws

• Yahoo! – SEC fined $85M, again 

non-disclosure

• Anthem – $16M – Department 

Health and Human Services –

Office of Civil Rights

• PCI fines – PF Chang’s - $2M



The Hostile Acts/Terrorism Exclusion

Mondelez 

(NotPetya 2017)

• Zurich coverage: “physical loss or 

damage to electronic data, programs or 

software, including physical loss or 

damage caused by the introduction of 

malicious code”

• Exclusion: “a hostile or warlike action in 

time of peace or war, including action in 

hindering, combating or defending 

against an actual, impending or expected 

attack by any: (i) government or 

sovereign power (de jour or de facto); (ii) 

military, naval, or air force; or (iii) agent 

or authority of any party specified in I or 

II above”

Sony 

(The Interview 2014)

• AIG coverage: for “a failure or violation of the 
security of a Computer System that: (A) results in, 
facilitates or fails to mitigate any: (i) unauthorized 
access or use; (ii) denial of service attack; or (iii) 
receipt, transmission or behavior of a malicious 
code; or (B) results from the theft of a password or 
access code from an Entity Insured’s premises, the 
Computer System, or an officer, director or employee 
of an Entity Insured by non-electronic means. 
“Security Failure” shall not include any of the 
foregoing that results, directly or indirectly, from 
any: (1) natural or man-made earth movement, flood, 
earthquake, seaquake, shock, explosion, tremor, 
seismic event, lightning, fire, smoke, wind, water, 
landslide, submarine landslide, avalanche, 
subsidence, sinkhole collapse, mud flow, rock fall, 
volcanic activity, including eruption and lava flow, 
tidal wave, hail, or act of God; or (2) satellite or other 
infrastructure failure”

• Exclusion: “arising out of…war, invasion, military 
action…political disturbance, civil commotion, riot, 
martial law, civil war, mutiny, popular or military 
uprising, insurrection, rebellion, revolution, military 
or usurped power…”.



Contractual Liability Exclusion

P.F. Chang’s v. Federal Insurance Co., 

2016 WL 3055111 (D. Ariz. May 31, 2016)

• 2014 hack exposes credit card numbers of 60,000 customers

• P.F. Chang’s has Chubb cyber-specific policy that covers forensic 
investigation, litigation defense and other costs up to $1.7M, but not 
$2M in PCI fines for which it had to indemnify its credit card processor

• Exclusion: Insurer “shall not be liable for any Loss on account of any 
Claim…based upon, arising from or in consequence of any…liability 
assumed by any Insured under any contract or agreement.”

• Court found that P.F. Chang’s obligation to pay the PCI fines arose 
from its contractor with its processor – no coverage



Contractual Liability Exclusion
Caveat: Not a cyberinsurance policy

Spec’s Family Partners Ltd., 

2018 WL 3120794 (5th Cir. June 25, 2018)

• 2012-14 hack exposes credit card numbers of customers…

• Millions in PCI fines…

• Contractual liability exclusion…

• But… “Simply put, the district court’s assertion that ‘Spec’s fail[ed] to
allege any facts that show it would be liable or have any form of privity
or obligation to pay damages to First Data for any other reason tha[n]
those that arise out of contractual liability’ rewrites the allegations,
ignoring statements in the demand letters that do not depend upon the
Merchant Agreement, such as Spec’s negligence in not complying
with the Payment Card Industry Data Security requirements and
demands for a type of non-monetary relief not contemplated by the
Merchant Agreement.”



Contractual Liability Exclusion

Dittman v. University of Pittsburgh Medical Ctr., 

2018 WL 6072199 (Pa. Nov. 21, 2018)

• Class action by over 60,000 UPMC employees whose personal information was 
compromised in a data breach

• Employees alleged UPMC failed to utilize reasonable measures to protect their personal 
data

• Trial court holds no independent common duty to guard duty…Superior Court affirms

• Supreme Court reverses: “Employees have asserted that UPMC breached its common law 
duty to act with reasonable care in collecting and storing their personal and financial 
information on its computer systems. As this legal duty exists independently from any 
contractual obligations between the parties, the economic loss doctrine does not bar 
Employees’ claim.”

• What was the Fifth Circuit just saying about potential other types of 

liability arising out of data breaches?



Contractual Liability Exclusion

So what…

• Most cyberinsurance policies contain language like this: “This
insurance does not apply to…Loss on account of any Claim made
against any Insured…based upon, arising out of, or attributable to any
actual or alleged liability under a written or oral contract or
agreement. However, this exclusion does not apply to your liability
that would have attached in the absence of such contract of
agreement.”

• After Dittman and Spec’s, is it easier to

argue that data breach related liability

“would have attached in the absence of

such contract”?



The Cyber Endorsement

Camp’s Grocery, Inc. v. State Farm, 

2016 WL 6217161 (N.D. Ala. Oct. 25, 2016)

• Hackers compromise customer credit card information

• Credit unions sue Camp’s for damages related to card reissuance,
fraud reimbursement and fraud prevention expenses

• But Camp’s purchased a “Computer Programs and Electronic Data
Extension of Coverage” in conjunction with its traditional insurance
portfolio

• Court held that the endorsement covered only Camp’s first party
losses related to the breach, and not third party defense or liabilities

• More commonly, the opposite is true



Are you done yet?
Yes.

Thanks for listening and…

The cases, sample insurance policies, data 

breach studies and articles referenced are 

available at 

https://www.databreachninja.com/resources/

for your convenience, many are also available in the following pages. 

Now finish your lunch and get back to work…

https://www.databreachninja.com/resources/

































































































































































































































































