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Blockchain

What is it?
How does it work? 

How is it being used?
What (legal) issues does it raise?



What is it?



Source: https://nvlpubs.nist.gov/nistpubs/ir/2018/NIST.IR.8202.pdf



“The use of blockchain technology is still in its
early stages, but it is built on widely
understood and sound cryptographic
principles.”

“Currently, there is a lot of hype around the 
technology, and many proposed uses for it. 
Moving forward, it is likely that the hype will 
die down, and blockchain technology will 
become just another tool that can be used.”

Source: https://nvlpubs.nist.gov/nistpubs/ir/2018/NIST.IR.8202.pdf
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“The Cloud”
(circa 2010)



I'm not sure my goal for today is going to be 
to actually explain it to you, but I do want to 
make sure that people understand that I think 
everybody in our industry accepts it's the next 
major transition point in terms of how IT gets 
done.

Steve Ballmer

Former CEO, Microsoft

Describing “the cloud” as a 2010 
Microsoft event in Singapore



Benefits
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How does it work?
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Immutable

Im·mu·ta·ble

i(m)ˈmyo͞odəb(ə)l/

adjective

Unchanging over time or unable to be 
changed.  e.g., "an immutable record"
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“Faith in Math”
Not in a Central Authority



Hashing

Hash Func ∙tion

/ˈhaSH fəNG(k)SH(ə)n /

noun

A type of cryptographic security mechanism

A mathematical algorithm that maps data of 
arbitrary size to a bit string of a fixed size (a 
“hash”) and is designed to be a one-way 
function, that is, a function which is 
infeasible to invert.

Source: https://www.techopedia.com/definition/27410/cryptographic-hash-function



Source: https://en.wikipedia.org/wiki/Cryptographic_hash_function

Hashing



Encrypted

Source: https://www.techopedia.com/definition/9021/public-key-cryptography-pkc

Pub ∙lic key cryp·tog·ra·phy

/ˈpəblik kē kripˈtäɡrəfē/

noun

An encryption technique that uses a paired public and 
private key (or asymmetric key) algorithm for secure data 
communication in which a message sender uses a 
recipient's public key to encrypt a message. To decrypt 
the sender's message, only the recipient's private key may 
be used.  aka “PKC”
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How is it being used?





Source: https://bitcoin.org/bitcoin.pdf
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Block∙wash∙ing

/ˈbläkwôSHiNG,ˈbläkwäSHiNG/

verb

The practice of touting something that was
entirely possible without a blockchain as
particularly special because you are using a
blockchain.

“Blockwashing”



Smart Contracts
Real Estate

Financial Transactions 
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Online Privacy



Smart Contracts

Source: http://usblogs.pwc.com/emerging-technology/how-smart-contracts-automate-digital-business/



Source: http://usblogs.pwc.com/emerging-technology/how-smart-contracts-automate-digital-business/

Smart Contracts



Real Estate

“Our main takeaway is that it could reform 
the entire way that government develops and 
procures technology,” 

John Mirkovic,
Deputy Recorder of 
Deeds

Source: http://cookrecorder.com/ccrd-releases-blockchain-pilot-final-report/



Source: https://www.wsj.com/articles/a-vermont-city-tests-blockchain-technology-for-property-deals-1517351207

Real Estate



Source: https://www.businesswire.com/news/home/20180828005249/en/
New-Blockchain-Law-Passed-Vermont-Propy%E2%80%99s-Successful

Real Estate



Financial Services
RegTech

(KYC/AML)



Financial Services
Share Trading



Financial Services

Source: https://www.ibm.com/blockchain/solutions/world-wire



Source: https://www.forbes.com/sites/shermanlee/2018/04/25/embracing-blockchain-could-
completely-change-the-way-artists-sell-music-and-interact-with-fans/#29650d0c1a25

Music Industry



Sources: (i) https://www.inc.com/pwc/blockchain-after-bitcoin-three-ways.html; (ii) Deloitte vai
https://healthitanalytics.com/features/exploring-the-use-of-blockchain-for-ehrs-healthcare-big-data 

Healthcare



Source: https://www.microsoft.com/en-us/microsoft-365/blog/2018/02/12/decentralized-digital-identities-and-
blockchain-the-future-as-we-see-it/

Identity Management



Source: https://www.ibm.com/blogs/blockchain/2018/08/ibm-blockchain-trusted-identity-sovrin-steward-closed-beta-offering/

Identity Management



Source: https://tools.iabtechlab.com and https://iabtechlab.com/privacychain/code.

Online Privacy



What (legal) issues does it raise?



Legal Issues
Security
Privacy

Intellectual Property
Governance

Liability



Security

Source: https://www.technologyreview.com/s/610836/how-secure-is-blockchain-really/

“Even when developers use tried-and-true 
cryptographic tools, it is easy to accidentally 
put them together in ways that are not secure.”

Neha Narula
Director, MIT Digital Currency 
Initiative



Source: https://www.wired.com/story/eternalblue-leaked-nsa-spy-tool-hacked-world/

Security



Source: https://www.bloomberglaw.com/document/X7NLTCC8000000?emc=bpvnw_hlt%3A4

Security



Privacy

Source: https://eur-lex.europa.eu/eli/reg/2016/679/oj



Source: https://eur-lex.europa.eu/eli/reg/2016/679/oj

Privacy



Intellectual Property

Source: https://biglawbusiness.com/blockchain-patent-race-is-on-but-hurdles-await/
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Where to next?



Closing thoughts…
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